MeTtoauyeckne peKoOMeHIAIUN O pa3MellleHUH HA HHGOPMALMOHHBIX CTEHIAX,
opuIHAIBLHBIX HHTEPHET-caiiTax W JApyrux uHGOPMALMOHHBIX pecypcax
o01meo0pa3oBaTeIbHbBIX Opranu3anuii uHGopmManum o 0e30MACHOM NOBEACHUU U
UCNoJIb30BaHuM ceTH «HTEepHeT)

Okcnepramu U wieHamu Bpemennoit komuccunu Cosera denepanuu mo pa3BUTHIO
UH(OPMALIMOHHOTO 00IllecCTBa B paMKaX BBIMOJIHEHHUS PEKOMEHAAINI MapiaMeHTCKUX
CIIYIIaHUH «AKTyaJdbHBIE BOIMPOCH OOecreueHusi Oe30MacHOCTH W Pa3BUTHUS JIETEH B
UH(OPMALIMOHHOM TPOCTpaHCTBe», KoTopbie npouutd B Coete Penepanuu 17 anpens
2017 r., Obumm pa3paboTaHbl METOAWMYECKHE PEKOMEHJAIMK O pa3MENeHud Ha
WHOOPMAIIMOHHBIX  CTEHAAX,  OQUIMAIBHBIX  HHTEPHET-CAMTaXx W JAPYTHUX
WH(OPMAIIMOHHBIX  pecypcax o00I1eo0pa3oBaTeNbHBIX OpPTaHU3alliii W OPraHoB,
OCYIIECTBIISIONIMX YIIpaBlieHue B cdepe oOpaszoBanus, uHbopMmanuu o Oe30macHOM
MOBE/ICHUH U UCIIOJIb30BaHUM ceTu «VIHTepHeT» (fanee - MeTOuYeCKue PeKOMEH Ialllu ).

Mertoanyeckue peKOMEH/Iallii HAMpPaBJIeHbl HA KAYECTBEHHOE MOBBIIIEHUE YPOBHS
HH(POPMAIIMOHHON JIESATENHHOCTH O00IIe00pa30BaTENbHBIX OpPraHU3alMii W OPraHoB,
OCYLIECTBIISIIOIIMX ympaBieHue B cdepe o0pa3oBaHMs, B 4YaCTH HUHGOPMUPOBAHUS
yUYaluXxcsi, X poJIuTeNei (3aKOHHBIX MPEACTABUTENEH) U MeJarornueckux paboTHUKOB
00 OCHOBHBIX acrleKkTax WH(HOPMAIIMOHHOM 0€30MacHOCTH.

MeTtoauyeckue peKOMEH AU MO3BOJIAT 00LIe00pa30BaTEIbHBIM OPraHU3aIUsAM U
opraHam, OCYILECTBIISIOIIMM YIpaBlIeHHE B cepe 00pa3oBaHUs, aKTyaIU3UpPOBaTh yikKe
UCIIOJIb3yeMbIe U pa3MelIeHHbIe HH()OPMAIIMOHHBIE MaTepUabl, TaK U TOJTOTOBUTh UX B
Clly4ae UX OTCYTCTBUS C yYETOM JYyYUIMX MPAKTUK U PEKOMEHAALIMM.

B pamkax MeTOIMYECKHX PEKOMEHJAUWWd paccMaTpUBAIOTCS  CIEIYIOLIHE
UHCTPYMEHTHI:

1. UH(POPMAIIMOHHBIE CTCH/IBI;
2. o(uIMaIbHbIE THTEPHET-PECYPCHI;
3. cpelncTBa MaccoBOM HH(popManuu (IIKOJbHBIE Ta3eThl, MeJIaroruyecKue

U3JIaHUs U IpyTue).

Hngopmayuonuwvie cmenowt

Ha wuHpopManmoHHBIX CTEHIAaX B 00I1e00pa30BaTEIbHBIX OpraHU3aLUsX,
pacroyioKeHHBIX B (poiie yupexaeHuit U B KaOWHETaX, OCHAIICHHBIX MEPCOHATbHBIMU
ycTpoWcTBaMu Jjsi BbeIXojga B ceTb «lHTepHeT», pexkomMeHayeTcs pa3MEecTHTh
WHPOPMAIIMOHHBIE TAaMATKHA, COJACP)KAIINE OCHOBHBIE COBETHI IO 00ECHEYEeHUIO
UHPOPMAIIMOHHON 0€30MaCHOCTH YJaIuXCs.

B mpunoxennn Nel k MeToaMuecKuM pEKOMEHIALMAM IPEACTaBICH 00paser
NaMSTKH Ul pa3MenIeHus Ha HTHPOPMAIIMOHHBIX CTEH/IAX.

Cpeocmea maccosou ungopmayuu

B cpencrBax MaccoBoil HH(pOpManUM, OPHUEHTUPOBAHHBIX Ha OO0YYaIOIIUXCH,
PEKOMEHyeTCsl B TE€UEHHH Yy4eOHOro Troja peryssipHo MyOJIMKOBaTh WH(OPMAIIMOHHBIE
MaTepHallbl, TOCBAIICHHBIE OTICIBHBIM acleKTaM HH()OPMAIMOHHOW 0e30mMacHOCTH, a
TaKXKe pa3IMYHbIC TAMSATKU O0IIEro XapakTepa.

B cpenctBax maccoBoil nH(pOpManuM, OPUEHTUPOBAHHBIX HA MEJaroru4yecKyro
OOIIIeCTBEHHOCTh, PEKOMEHAYETCS B TEUEHHWH KAJICHIAPHOTO TOAa PETYISPHO
nyOiMKoBaTh HMH()OPMALMOHHBIE MAaTepUalbl, MOCBSIIEHHBIE OTACIBHBIM AacleKTaM
UH(OPMAIIMOHHOM 0e30MmacHOCTH KaK HECOBEPILIEHHOJIETHUX, TaK u
o0mieo0pa3oBaTENIbHBIX ~ OpraHM3alliii, a TakKe pa3judHble MaMSATKH, 0030pbI
HOPMAaTHBHO-TIPABOBOTO PETYIMPOBAHUS AAHHON ceprsl U WHOOPMAIUIO O AKTYaIbHBIX
MEPOIPUATHAX U COOBITUSAX B IaHHOM cdepe.



B xome mpoBemenuss EmmHoro ypoka mo Oe3omacHoctH B cetn «MHTepHeT»
peKoMeHyeTcss 00eCneunuTh BBIMYCK TEMAaTHYECKOTO BBIMYCKAa CpEACTBA MacCOBOMU
uHpopManuu TUO0 cepuu MyOIUKallUU, CPeJU KOTOPBIX PacCMOTPETh OPTaHW30BAHHBIE
MEPOIIPUATHS NIl  OOy4YaIOIIUXCS, WX POAUTENeH (3aKOHHBIX TIPEICTABUTEICH) U
neAarornyeckoi oOUeCTBEHHOCTH.

Hpuioxenune Nel. ITamsaTka 17151 o0yyaromuxcs 00 MHPOPMALMOHHOM
0e30macHOCTH AeTeil

HEJIb34

1. Bcem moapsin cooOmiaTh CBOIO YacTHYIO HH(POpMAIUIO (HACTOSIINE WM,
dbamunmro, TenedoH, aapec, HOMEp IIKOJbI, a TakkKe (GoTorpaguu CBOH, CBOEH CEMBU U
Apy3eit);

2. OTkpbIBaTh BIIOKEHHBIE (DalIbl 3IEKTPOHHOM MOYTHI, KOTJa HE 3Haellb
OTIIPaBUTES;

3. ['pyOuth, mpuaupaThCs, OKa3blBaTh JaBJICHUE — BECTH Ce0sl HEBEKIIMBO U
arpecCHUBHO;

4. He pacnopsiokaiicss neHbramMmm TBOEH cemMbu 0€3 pa3pelleHusi CTapliux -
BCErJa CIpalluBai POIUTEIICH;

5. He BcTpeuaiics ¢ IHTEpHET-3HAKOMBIMU B PEAJIBHOM KU3HU - IIOCOBETYMCA
CO B3pOCJIBIM, KOTOPOMY JIOBEPSECILb.

OCTOPOXHO

1. He Bce numryT npasny. Uutaeus o cede HenpaBay B UHTepHeTE — co001IM
00 ATOM CBOMM POJUTEIISIM UJTU OTIEKYHAM;

2. [IpurnamaroT mepenucrBaThCS, UTPaTh, OOMEHHUBATHCS - MIPOBEPH, HET JIH
IIO/IBOXA;

3. HezakonHnoe xonupoBanue (aiinos B IHTepHeTe - BOPOBCTBO;

4. Bcerna pacckaspiBail B3pocibiM O mpobiieMax B CETH - OHHU Bcernaa
IIOMOT'YT;

5. Hcnonb3yii HacTpolKkHu 6€30MacHOCTU M MPUBATHOCTH, YTOOBI HE TOTEPSTh
CBOM aKKayHTBI B COLICETSIX U IPYTUX NOpTaJax.

MOXHO

1. YBakail Ipyrux noyib30BarTeieu;

2. [Tonb3yenibcss MHTEpHET-UCTOYHUKOM - I€JIail CChUIKY Ha HETO;

3. OTKpbIBail TOIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbecs 32 TNOMOLIBIO  B3pOCIBIM -  POAUTENH, OINEKYHbl U
aJMUHUCTpaLUs CAUTOB BCEI/1a IOMOLYT;

5. [Tpoiinu oOyuenue Ha caiite «CeTeBUUOK» M MOJy4Yd MacrnopT HU(poOBOro

rpaxaaHuHal



Ipuioxenne Ne2. UndgopmManuoHHAs NAMATKA ISl 00yYAOIUXCH TJIsI
pa3Mmenienusi Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxIbIM TOJIOM MOJIOJICKU B HWHTEPHETE CTAHOBUTHCA OOJbIIE, a MIKOJIbHUKU
OJIHU M3 CaMbIX AKTHBHBIX MOJib30Baresnel PyHera. Mexay Tem, MOMUMO OTPOMHOIO
KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MpoOIeMbl. ITa MaMATKa JI0JKHA TOMOYb
Tebe 6e30MacHO HaXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbproTepHblli  BUPYC - 3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOrPAMM,
OTJIMYHUTEIILHON OCOOCHHOCTHIO KOTOPOW SIBIIIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOIIOJTHEHUE K 3TOMY, BHUPYChl MOTYT MOBPEAUTH WM IOJHOCTBIO YHUUYTOXKHUTH BCE
¢aiiibl U JaHHbIE, TOJKOHTPOJIbHBIE MOJIH30BATENI0, OT UMEHU KOTOPOro ObLIa 3amyleHa
3apak€HHas mporpaMma, a TaKKe MOBPEAUTh WM JaXE YHHUTOKHUTH OINEPAMOHHYIO
CUCTEMY CO BcemH (ailaMmu B 11e70M. B OONBIIMHCTBE ClydaeB pacHpOCTPAHSIOTCS
BUPYCHI YEPE3 UHTEPHET.

MeTo1bl 3a1KThI OT BPEAOHOCHBIX POrPaMM:

1. Hcnone3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIUTHI OT BPEIOHOCHBIX ITPOrpaMM;
2. [TocrosiHHO ycraHaBiauBal mauytu (UKM(pPOBBIE 3aIUIATKH, KOTOpBIE

ABTOMAaTUYECKH YyCTAaHABIWBAIOTCA C LEJIbI0 JOpPaOTKU MpPOTpaMMbl) W Jpyrue
OOHOBJICHHSI CBOCH OmepannoHHOW cucTeMbl. CKayWBail WX TOJBKO C O(HIMAIBEHOTO
caiita paspabotrunka OC. Ecim cymiecTByeT peXuM aBTOMATHYECKOTO OOHOBJICHUS,
BKJIIOYH €TO0;

3. Paboraii Ha cBOEM KOMIBIOTEpPE IO/ IIpaBaMH I[OJIb30OBATENd, a HE
aIMUHUCTPATOpa. ITO HE TMO3BOJMUT OOJBIIMHCTBY BPEJAOHOCHBIX IpOrpamm
MHCTAJUIUPOBATHCA HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnonp3yld  aHTMBUPYCHBIE  IIPOIPAaMMHBIE  NPOAYKTBI ~ HM3BECTHBIX
POU3BOINUTENEH, C aBTOMATUYECKIM OOHOBJICHHEM 0a3;

5. Orpanunub GU3NYECKUI JOCTYN K KOMIIBIOTEPY AJIsl IOCTOPOHHUX JIMII;

6. Hcnonp3yil BHEIIHUME HOCHUTENHM MH(OpPMALMHU, Takue Kak (elka, TUCK
i (aiisl u3 HHTEpHETA, TOIBKO U3 MPO(PEPEHHBIX HCTOYHUKOB,;

7. He otkpbiBaii koMmmblOTepHBIE (ailiibl, IMOJyY€HHBIE W3 HEHAIEKHBIX

UCTOYHHMKOB. Jlaxke Te (aiinpl, KOTOpble MpUCTIad TBOW 3HAKOMBIN. Jlydiie yTodHu Yy
HEro, OTIIPaBJIsUI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He Bu nepeiaunl JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OPESH/I, MapKa.
Eme B 1991 rony Hunepnanjickas kommnanus 3apeructpupoBana opera «WECA», uro
obo3navano cioBocoueranne «Wireless Fidelity», xoTopelii mepeBoauTcsi Kak
«OecTpoBOIHAS] TOYHOCTD.

Jlo Hamiero BpeMeHM Joluia Apyras a00peBuarypa, KOTOpas SBISIETCS TaKOW ke
TexHojorued. I1o abOpeuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
CTaHJApT BBHICIIUI 3BYyKOBOW TexHWkH Hi-Fi, 4ro B mepeBoje O3HAUaeT «BBICOKAs
TOYHOCTBY.

Jla, OecniaTHBIH MHTEPHET-IOCTYH B Kade, OTeNsIX U a’poroprax SBISETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIXOZa B MHTEpHET. HO MHOrMe »KCIEepThl CUMTAIOT, YTO
obmenocrynabie Wi- Fi cetu He SBISIIOTCS O€30MaCHBIMHU.

CoBeTsl 110 O€30macHOCTH padoTe B 001mea0cTynHbIX ceTsax Wi-fi:



1. He nepenasaii cBoro nnuHyro uHopMaluio depe3 odmenoctynabie Wi-Fi
cetu. Paboras B HHX, JKEJATEIbHO HE BBOJAWUTH MAPOJIH JOCTYIA, JOTMHBI U KaKHE-TO

HOMEpa;
2. Wcnonb3yilt 1 OOHOBISAN aHTUBUPYCHBIE MporpaMMmel U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKW BUPYCa Ha TBOE YCTPONCTBO;
3. [MTpu ucnons3oBanuu Wi-Fi otkimoun Gyuknuto «O0muit foctyn K daiinam

u npuHTepam». JlaHHas QYHKIUS 3aKphiTa IO YMOJIYAaHUIO, OJHAKO HEKOTOpPHIE
MOJIH30BaTEIN aKTUBUPYIOT €€ I y00CTBa UCIIOJIB30BaHUS B paboTe Wi yueoe;

4. He wucnone3yii myOnwuneidi WI-FI nns mepegaum JUYHBIX  TaHHBIX,
HAIPUMeEp JJIS BBIXOJIa B COIMMANILHBIC CETH WIIH B SJIEKTPOHHYIO MTOYTY;

5. Wcnonp3yii Tonpko 3amuiieHHoe coeauHenne yepes HTTPS, a ne HTTP,
T.¢. Ipu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOuneHoM Tenedone otkmoun Qyukuuto «Iloakmouenne k Wi-Fi
aBTOMaTthuyecku». He momyckail aBTOMaTH4YECKOro IOAKIIOYEHUs YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBO€ETO coracus.

ConmaabHbIE CETH

ConuanbHble CETH aKTUBHO BXOJST B HAIly KH3Hb, MHOTHE JIIOJU pabOTalOT U
KUBYT TaM IOCTOSHHO, a B Facebook yxe 3aperucrpupoBaH MHUIHApA YEJIOBEK, UTO
SIBJISICTCSI OHOM CEJbMOM BCEX JKHUTENIeH MmiIaHeThl. MHOIME MOJab30BaTEIM HE IOHUMAIOT,
41O WH(pOpPMAIUs, pa3MeIleHHAs MMH B COIMAJIBHBIX CETAX, MOXKET ObITh HalJeHa U
HCIIOJIb30BaHA KEM YT'OJTHO, B TOM YHCJIE HE 0053aTeIbHO ¢ OJIaTUMU HAMEPECHUSIMH.

OCHOBHBIE COBETHI 10 0€30aCHOCTH B COLMAJILHBIX CETSX:

1. Orpanuyb crucok apy3ei. Y 1e0s B Ipy3bsiX HE JOJDKHO OBITh CIy4YalHBIX
Y HE3HAKOMBIX JIIOJICH;
2. 3amuiiai CBO¥O 4acTHYIO u3Hb. He yka3biBail mapoiu, TenedoHsl, aapeca,

JaTy TBOErO POXKICHHUS M APYTyH0 JUYHYI0 HHGPOpMalMiO. 3JI0YMBIIUIEHHUKH MOTYT
UCMOJIb30BaTh Jaxe HHMOPMALKIO O TOM, Kak Thl U TBOM POAMUTEIM IUIAHUPYETE
IPOBECTH KAHUKYIIbI;

3. 3amuiai cBO peryTalmio - Iep>KU €€ B UNCTOTE U 3a/1aBail cebe BOIpoc:
XOTeJl OBl Thl, YTOOBI APYrHe IOJI30BATENM BMJENIH, 4TO Thl 3arpyxaems? [loxymaii,
IPEKIE YEM YTO-TO OIyOIMKOBATh, HAMCATH U 3arpy3UTh;

4. Ecnu TBl TOBOpPHUILB C JIObMH, KOTOPBIX HE 3HAEIlb, HE HCIOJIb3Yil CBOE
peasibHOE UMS U IPYTYIO JIUUHYI0 HH()OPMaLMU: UMsI, MECTO )KUTEIbCTBA, MECTO y4eObl U
npouee;

5. Wzberaii pasmemenus ¢ororpaduit B MHTEpHETE, TAE TH M300pa)keH Ha
MECTHOCTH, II0 KOTOPOH MOKHO ONPEAEIUTh TBOE MECTOMOI0KEHHE;

6. [lpu perucrtpanyu B COLMATBHOW CETHM HEOOXOAMMO HCIOJIb30BAThH
CJIOXHBIE [TAPOJIU, COCTOSIIINE U3 OYKB U HU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. JUist  couManbHOM CeTH, NOYTBI M JAPYTHX CalTOB HEOOXOAMMO
UCMOJIb30BaTh pa3Hble naposnd. Torma ecium TeOs B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKU
HOJIy4aT JOCTYI TOJBKO K OJHOMY MECTY, @ HE BO BCE Cpa3y.

DNEeKTPOHHBIE JE€HbIU

DNEeKTPOHHBIE JEHbIM — OJTO OYEHb YJIOOHBIM CHOCOO IUIATEeXKEH, OIHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TH JIEHBIH.

ONEKTPOHHBIE JIEHbI'M MOSBWINCH COBCEM HEIABHO M HMMEHHO M3-3a 3TOrO BO
MHOTHX IOCyJapcTBax 0 CUX MOpP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIMOHUPYIOT U O HUX YXE IPONUCAHO B 3aKOHE, IJe UX
pa3zeNsloT Ha HECKOJIbKO BHUJIOB - aHOHHMMHBIE U HE aHOHMMHbIE. PazHuua B TOM, 4YTO
aHOHMMHBIE - 3TO T€, B KOTOpPBIX pa3pelaeTcss IPOBOAUTH ONEpanuu 0Oe3



UICHTU(UKAIIMN TI0JIb30BATENs, @ B HE AHOHMMHBIX HICHTH()HKAIIMHA MOJB30BaTEIs
SBIIAETCA 00SI13aTEIbHOM.

OCHOBHbBIE COBETHI 10 0€30MaCHON pabOTe € AMEKTPOHHBIMU JIEHbIAMMU:

1. [TpuBspku K cyeTy MOOMIBHBIN TeneoH. DTO caMblid YAOOHBINH U OBICTPBIN
croco0 BOCCTAHOBUTH JOCTyNn K cdyeTy. llpuBsi3aHHbIil TeraedoH MOMOXKET, €clu
3a0y/enb CBOM TJIaTEKHBIN MapoiIb WK 3ai/IelTh Ha CAalT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Hcnone3yin onpHopaszoBsle mnaponu. llocie nepexoma Ha yCHUIIEHHYIO
aBropu3aluio Tede yxke He OynerT yrpoxaThb ONACHOCTh KpaXXu WM IepexBaTa
IJIATEKHOTO MapoJIs;

3. Breibepu cnoxupiii maposns. [IpecTymHukam Oyaer HE TPOCTO yraaartb
CIIOXHBIA naposb. HajexxHble mapoiu — 3TO Maposid, KOTOPbIE COJAEpKaT HE MeHee §
3HAKOB W BKIIIOYAIOT B ce0S CTpPOYHBbICE U TMPOMHUCHBIE OYKBbI, IUPPBI U HECKOIBKO
CHUMBOJIOB, TaKHe KakK 3HaK J0Ji1apa, (yHTa, BOCKIMLIATEIbHBIA 3HAK U T.I1.

4, He BBOIM CBOM TMYHBIE JaHHBIE HA CATax, KOTOPBIM HE JIOBEPSIEIIb.
DJIEKTPOHHAs IoYTa
DJIEKTPOHHAsI TOYTa — OTO TEXHOJOTHS W MPEJOCTABIISIEMBIE €10 YCIYTH IO

MEPECHUIKE W TOJIYYCHHIO SJIEKTPOHHBIX COOOIICHHM, KOTOpBhIE PACHpPEIEISIIOTCS B
KOMITbIOTEPHOUN ceTu. OOBIUHO 3IEKTPOHHBIM MOYTOBBIN SIIIUK BBITJSAIUT CICAYIOIIUM
o0pazoM: UMs_TOIB30BATENA(@UMS_JoMeHa. Takke Kpome TMepefadyd MPOCTOro TEKCTa,
UMEEeTCS BO3MOKHOCTh TIepe1aBaTh (hailsibl.

OCHOBHbBIE COBETHI 10 O€30MACHON PabOTe € AIEKTPOHHOM MMOYTOM:

1. Hano BeIOpaTh mpaBUIIBHBIA TOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIlIe JOBEPATh TEM, KOTO
3HAClIb U KTO NEPBBIM B PEUTHHIE;

2. He yxaspiBaif B TnyHON mouTe JU4yHyI0 uH(popmanuio. Hanmpumep, myuqrre
BBIOPATh «MY3BIKATBHBIN (paHaT@» i «pok2013» BMecTo «temal3»;

3. Hcnonps3yll JBYXATalmHYK aBTOPU3ALMI0. JTO KOrga IOMUMO MapoJs
HYKHO BBOAMTH KOJ, MpHUCbUIaeMblid 1o SMS;

4. Br16epu cinoxHbIi naposib. [ Kaxa0ro mo4ToBOro SIMKa JT0JKEH ObITh
CBOM HAJICKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJib;

5. Ecnu ectp BO3MOXKHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIPOC,
UCIIONIB3YH 3Ty BO3MOXKHOCTB;

6. HNcnonp3yll HECKONBKO MOYTOBBIX SIIMKOB. IlepBbld 1y  4acTHOM

IIEPENNCKU C aJpecaTaMy, KOTOPBIM Thl JOBEpsellb. JTO IEKTPOHHBIM aapec HE Halo
UCTIOJIB30BATh MIPH PETUCTPALIUH HA (OpyMax U calTax;

7. He otkpbiBaii (aiiibl M Apyrue BIOKEHHUS B NMUChbMaxX Jaxe €ClIH OHU
NPUILUIN OT TBOMX Apy3ei. Jlydille yToUHHM Yy HUX, OTIPABIISLIIN JIM OHU TeOe 3TH (paiiibl;
8. [Tocne oxoHuyaHusi paOOThl HA MOYTOBOM CEPBUCE IMEpe]] 3aKpPbITUEM

BKJIAJIKU C caliTOM He 3a0y/1b HaXXaTh Ha « BeIATHY.

KuGepOymuHr uin BUPTYyaabHOE U3/1€BATEIbCTBO

KuGepOymnmuHr — mpecienoBaHue COOOIIEHUSIMH, COAEPKAIMMU OCKOpPOJICHHUS,
arpeccuio, 3allyTMBaHWE; XYJIUTAHCTBO; COLHUAIbHOE OOMKOTUPOBAHUE C TOMOIIBIO
pa3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 6OpHOE ¢ KUOEPOYIITUHTOM:

1. He Opocaiics B 60ii. Jlyummuii crmoco0: mMOCOBETOBAaThCS Kak ce0si BECTH W,
€CJIM HET TOr0, K KOMY MOKHO OOpaTUThCS, TO BHaYaJle yCIIOKOUThCA. Ecim Thl HauHemb
OTBeYaTh OCKOPOJICHMSIMM Ha OCKOpPOJEHHS, TO TOJBKO elle OOJbllIe pa30oXiKellb
KOH(JIUKT;

2. VYpasisiii cBoel kubeppenyranuei;



3. AHOHUMHOCTh B ceTH MHHUMas. CyllecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crout Bectm xynurahnckuil o0Opa3 BUpPTyalbHOW JKU3HMU. VHTEepHeT
¢uKcupyeTr Bce TBOM JCHCTBHS M COXpaHSeT HX. YJauuTh HX OyIeT KpaiHe
3aTPYAHUTEIBHO;

5. Coburonaii cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit  emunmunbelii  HeratwB. OIHOpPa3oBbIE  OCKOPOUTENbHBIC
coo0IIeHus Jydine UrHopupoBaTh. OOBIUHO arpeccusi MpeKpailaercs Ha HadallbHON
CTaJuu;

7. ban arpeccopa. B nporpamMmax oOMeHa MIHOBEHHBIMH COOOUIEHUSIMU, B
COLMANBHBIX CETAX €CTb BO3MOXXHOCTh OJIOKUPOBKHA OTHPABKH COOOIICHHH C
ONPEIETICHHBIX aJIPECOB;

8. Ecnu 1b1 cBuaerens kubepOysuinHra. TBOM NEWCTBUSA: BBICTYIUTH MPOTHB
IpeciaeoBaresi, IOoKa3aTh €My, 4YTO €ro JCHUCTBUSA OLIEHHWBAKOTCA HEraTUBHO,
MOJJIEPKATh KEPTBY, KOTOPOU HYKHA MCUXOJOTHYECcKasi MOMOIIb, COOOIIUTH B3POCIbIM
0 (pakTe arpecCUBHOTO MOBE/ICHHUS B CETH.

MoOunbHbIi TenehoH

CoBpemeHHbIe CcMapT(HOHBI U TJIAHIIETH COJEPKAT B ceOe BIIOJHE B3POCIBINA
GyHKIMOHAJ, W TeNepbh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU KOMITBIOTEPaAMHU.
OnHako, CpeaCTB 3alIUThI I MOJOOHBIX YCTPOUCTB MOKa O4eHb Malo. TecTupoBaHue u
IIOMCK YSI3BUMOCTEM B HUX IIPOMCXOJMT HE TaK MHTEHCUBHO, Kak s IIK, To ke camoe
KacaeTcsi U MOOMJIbHBIX IPUIIOKEHUH.

CoBpemeHHBIE MOOWIbHBIE Opay3epbl YK€ MNPAaKTUYECKHU JIOTHAJM HACTOJbHBIC
aHAJIOTH, OJTHAKO pacimMpeHue (GpyHKIMOHana BiedeT 3a coOO0H OOJIBIIYIO CIOKHOCTh U
MEHBIIYIO 3aLIUIICHHOCTD.

Jlaneko He Bce NPOU3BOJIUTENM BBIIYCKAIOT OOHOBJICHHUS, 3aKpbIBAIOLIUE
KPUTHUUYECKHE YSI3BUMOCTH JIJIS CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JijIsi 6€300aCHOCTH MOOMIBHOTO TenedoHa:

Huyero He siBnsieTcst mo-HacTosAeMy OecruiaTHbIM. Bys ocToposkeH, Belb Koraa
Tebe mpeuiaraloT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHWe-TO IJIaTHBIC
YCIIYTH;

Hywmaii, mpexxne yem otnpaButb SMS, ¢orto wnu Buaeo. Tl TOUHO 3HAEIIb, TIe
OHM OyIyT B KOHEUHOM UTOTE?

Heo0xo1uMo 0OHOBIISTH ONEPAIMOHHYIO0 CUCTEMY TBOETO cMapTQoHa;

Wcnonb3yii aHTUBUPYCHBIE TIPOTPAMMBI JIJIi MOOMITBHBIX TEJIE(POHOB;

He 3arpyxaili npuiaoXeHUsT OT HEHU3BECTHOIO MCTOYHMKA, BE€Ib OHU MOTYT
COJIEpP>KaTh BPEJOHOCHOE MPOrpaMMHOE 00eCTIeueHUE;

[Tocnie TOro Kak ThI BBIWJENIH C CaiTa, TJIe BBOAWI JUYHYIO MH(OpMAIHIO, 3aiiau
B HacTpoOlKH Opay3epa u ynanu Cookies;

[lepuoandeckn mpoBepsii Kakue IJIATHBIE YCIAYTH AaKTUBUPOBAHBI Ha TBOEM
HOMEDE;

JlaBait cBOlt HOMEp MOOMIIBHOTO TenedoHa TOJIBKO JIFOJISIM, KOTOPBIX Thl 3HACIIH U
KOMY JOBEpSICLIb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl UM HE MoJb3yelnbes. He 3a0biBait
WHOT]1a IIPOBEPSTH ITO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KpPAaCOYHBIE, 3aXBaTHIBAIOIIME PpPA3BICUYECHUS,
00BEAMHSIONINE COTHHU THICSY YeJIOBEK M0 BceMy MUpY. Urpoku MCClenyoT TaHHBIN UM
MUp, OOILIAIOTCS IPYr C APYTOM, BBINOJHSIOT 3aJlaHUsl, CPAKAIOTCA C MOHCTpPAMH M




IOJIy4alOT OMBIT. 3a YAOBOJBCTBUE OHM IUIATAT: IOKYNAKOT JHUCK, OIJIAYUBAIOT
a0OHEMEHT WM IPUOOPETAIOT KaKUe-TO OILUH.

Bce st cpeactBa mayTr Ha moanepKaHWE W PAa3sBUTHE WIPBI, a TAKXKE HA camy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI ABTOPU3ALIMHU, BBIITYCKAIOTCS HOBBIE IMATYU
(urdpoBbIe 3aIUIaTKH 7151 IPOrPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX Urpax CTOMT omacaThCsi HE CTOJBKO CBOMUX COINEPHUKOB, CKOJIBKO
Kpaky TBOETO MapoJisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3AIMH OOJBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOEI0 UTPOBOT'0 AKKAYHTA!

1. Ecnu npyroil urpok Bezner cedsl IJIOXO WM co3JaeT Te0e HENpUSITHOCTH,
3a0JI0KUPYH €r0 B CHUCKE UTPOKOB;

2. [Toxanyiicss anMUHUCTpATOpPaM UIPHI HA IJIOXOE MOBEACHUE ITOTO UIPOKA,
JKEJIATEIbHO NIPUIOKUTH KAKHE-TO 10Ka3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3piBait muunyro uHbopmMaIuio B mpodaiiie urpsi;

4. YBakall Ipyrux y4acTHUKOB 110 UIPE;

5. He ycranaBnuBail HeouuaibHble NaTYN U MOBI;

6. Hcnonp3yii CI10KHBIE U Pa3HbIE MAPOJIN;

7. Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBHUPYC. [Ioka TeI urpaems,

TBOU KOMIIBIOTEP MOTYT 3apa3HTh.

QUIIMHT MK KpaXka JIWYHBIX JaHHbBIX

OOBIYHOM Kpakeil JeHer U JIOKYMEHTOB CEroJHsl YK€ HMKOTO HE YJMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJIOTHI 3JIOYMBIIUICHHUKH TEPEMECTIIINCh B WHTEPHET, U
MPOIOJDKAIOT 3aHUMATHCS TFOOUMBIMY JIETIOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHUYECTBA WU (UIITUHT, TJIABHAS
1[eJIb KOTOPOTO COCTOUT B TMOJIYYCHHH KOH(MUIECHIIMATBHBIX JaHHBIX IMOJIb30BaTEICH —
JIOTMHOB | naposieid. Ha anrmuiickom si3bike phishing uuraercs kak ¢ummar (ot fishing
— pbIOHAas JIOBJIs, PAasSWOrd — maposib).

OcHoBHBIE COBETHI 110 6OpHOE ¢ HUITUHTOM:

1. Cneaun 3a cBOMM akKkayHTOM. Ecnu Thl TIOJI03peBacIb, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JOKHUPOBATh €€ U COOONIUTh aJMHUHUCTpATOpaM pecypca
00 9TOM KaK MO>XHO CKOPEE;

2. Hcnonp3yit 6e3omacHble BeO-CalThI, B TOM YHUCIIe, HHTEPHET-Mara3uHoB |
ITIOMCKOBBIX CUCTEM;
3. Hcnonp3yil cinokHble M pasHble mapoiad. TakuMm obOpaszom, eciau TeOs

B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH MOJIY4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOUIIO B
CETH, a HE KO BCEM;

4. Eciu T1ebst B3momanu, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J100aBJIEHBI y TeOsS B JPYy3bAX, O TOM, UTO TeOs B3JIOMajd H,
BO3MOXXHO, OT TBOETO MMEHH Oy/IeT pacchlIaThCs CHaM M CChUIKA Ha (DUITUHTOBBIE
CaMTHI;

5. YcranoBu HaaexHbii mapois (PIN) Ha MOOMIBHBIHN Teae(OH;
6. OTKIII0YM COXpaHEHHE Mapodisi B Opaysepe;
7. He otkpeiBaii (aiinsl m Apyrue BIOKEHHS B MUChMaxX Jake €CIH OHH

NPUILLIN OT TBOMX Apy3ei. Jlydille yToUHHM Yy HUX, OTIPABIISIIN JIU OHU TeOe 3TU (Daiisbl.

Hudposas pernyranus
[udposas penmyramus - 3TO HEraTWBHAs WJIM TO3UTHUBHAS MHQOPMAILUS B CETH O
Tebe. KoMmmpomeTupytomias nHpopManus pa3MenieHHass B HHTEPHETE MOXKET Cephe3HBIM



o0pa3oM OTpa3uThCs HAa TBOEW peanbHOW ku3HU. «LludpoBas pemyranus» - 3TO TBOU
UMUK, KOTOpBIN (hopMupyeTcst U3 MHpOopManuu o Tebe B UHTEPHETE.

TBoe MecTo XHUTEIbCTBa, y4ueObl, TBO€ (PMHAHCOBOE MOJOKEHUE, O0COOCHHOCTU
XapakTepa U pacckasbl 0 OJU3KHX - BCE ITO HAKATUIMBAETCS B CETH.

MHorue mOAPOCTKM JIETKOMBICICEHHO OTHOCATCA K MYOJUKAlMH JIMYHOU
uHpopmanuu B HMHTepHeTe, HE MOHUMAs BO3MOXHBIX mocieacTBuil. Tol naxe He
CMOXeEIIb J0rajfaTbCsi O TOM, 4TOo (Qororpadus, pa3MemieHHas 5 JeT Ha3aj, cTaia
NPUYMHOM OTKa3a NpUHATH T€0s Ha paboTy.

KomMmenTapun, pasmenienue TBoux (ortorpaduit u apyrue ASHCTBUS MOTYT He
UCYE3HYTh JaXke IOCJIE€ TOro, KaK Thl UX yAaJWlIb. Thl HE 3Haellb, KTO COXPAaHWI 3Ty
uH(OpMaIIHIO, TTONaJIa JIM OHA B IMMOMCKOBBIE CUCTEMbI M COXPAaHUIACh JIM OHA, a TJIaBHOE:
YTO MOJAYMAlOT O Tebe OKpy’Karollee JIOAH, KOTOpble HAWIyT U yBUAAT 3T0. Haiitu
MH(OPMALIMIO MHOTO JIET CITYCTSI CMOXET JIF0OOH - Kak U3 10OphIX MOOYKIEHUH, TaKk U C
HaMepeHUeM MPUUUHUTH Bpe. DTO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3aLIUTE LU(PPOBOI penyTaluu:

1. [Toxymaii, mpexie ueM yTo-TO MyOIMKOBATh U IepeaBaTh y cebs B Gsiore
WK B COIMAJIbHOM CETH;

2. B Hactpoiikax mpo¢uias yCTaHOBM OTpaHMYEHHS HA MPOCMOTP TBOETO
npoduIs U €ro COAECP>KUMOT0, cliesIail €ro TOJIBKO «JUIsl Ipy3en»;

3. He pa3smemniail u He yka3plBail MH(pOpMAILUIO, KOTOPas MOXXET KOIo-Iudo
OCKOPOJISATh UK OOMKATh.

ABTOpCKOE MpaBo

CoBpeMeHHbIE IIKOJIbHUKH- AKTUBHBIE IOJIb30BaTENU LU(POBOrO MPOCTPAHCTBA.
OpHako anexko He BCe 3HAIOT, YTO MOJIb30BAHHE MHOTHMMH BO3MOXKHOCTSAMHU IIH(PPOBOTO
Mupa TpedyeT coOIII0IeH s MPaB Ha UHTEIJICKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEMIEKTYyaJbHasi COOCTBEHHOCThY» OTHOCUTCS K PA3IMUHbIM TBOPEHUAM
YeJIOBEYECKOT0 YMa, HAauyuMHas C HOBBIX HM300peTeHUl M 3HAKOB, 00O3HAYAIOMIMX
COOCTBEHHOCTh Ha TMPOAYKTHI M YCIYI'HM , W 3aKaH4YMBas KHUTaMmH, (ororpadusimu,
KUHO(UIbMaMU U MY3bIKJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCcKME TMpaBa - 53TO I[paBa Ha MHTEJUIEKTYyaJlbHYI0O COOCTBEHHOCTH Ha
NPOU3BEACHUSI HAyKH, JUTEPATypbl U HMCKYyCCTBAa. ABTOPCKME IpaBa BBICTYNAKOT B
Ka4yecTBE TapaHTHUH TOTO, YTO MHTEJUICKTYaJIbHbII/TBOPUECKUN TpyJ aBTOpa He Oyner
HAIpPACHBIM, JIJACT €My CIIPAaBEAJIMBbIE BO3MOKHOCTH 3apadoTaTh Ha pe3yjbTaTaX CBOETO
TpyJa, MOJYyYUTh U3BECTHOCTh U Mpu3HaHue. HukTo Ge3 pasperieHuss aBTopa HE MOXKET
BOCIIPOU3BOJUTH €r0 IPOU3BENEHUE, PACHPOCTPaHITh, MYyOJIMYHO JIEMOHCTPUPOBAT,
npojaBaTh, HMMIOPTUPOBaTh, MycKaTb B  NpOKaT, NyOJMYHO  UCHOJHSATH,
NOKa3bIBAaTh/UCIIONHATH B 3(hupe minu pazmewiats B lHTEpHETE.

Hcnonp3oBaHue «IHUPATCKOrO» MPOrpPaMMHOTO OOECHEeUEHHUs] MOXKET NPUBECTH K
MHOTMM pHCKaM: OT MOTEpU JAAHHBIX K TBOUM aKKayHTaMm 0 OJIOKUPOBKHU TBOETO
YCTPOWCTBA, IJIe YCTAHOBJICHHBIM HE JierajibHas mporpamma. He cTouT Takxke 3a0bIBaTh,
YTO CYILECTBYET JIeTaJIbHbIE U OeCIIaTHbIE IPOrPaMMBbI, KOTOPbIE MOKHO HAlTH B CETH.

O noprane

CeteBUYOK.pd - TBOW TJIABHBIM COBETUYMK B CETH. 3AE€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTU B CETU IMOHATHBIM U JOCTYINHBIM SI3bIKOM, a MPHU BO3HUKHOBEHUU
KPUTUYECKOM CUTYalluu OOpaTUTHCS 3a COBETOM. A TaK)Ke MPUHAThH ydacTHe B KOHKypcax
U CTaTh CAMbIM LIU(PPOBBIM I'paskJaHUHOM!



Hpnioxenune Ne3. ITamsaTka s poauresieid 00 nHGOPMAIUOHHOM
0e30macHOCTH AeTeil

Omnpenenenne TepMuHa «HH(POpPMaMOHHAS OE30MAaCHOCTH AECTEW» COMEPKUTCS B
OdenepanpHoM 3akoHE No 436-DD «O 3amure Aereid oT WHPOPMAIUU, TPUUUHSIOMICH
BpE/ UX 3/I0POBBIO U PAa3BUTHUIO», PETYIHUPYIOUIMM OTHOIIEHUS, CBSI3aHHBIE C 3alIUTON
neTeit oT uHpopMauu, TPUUUHSIONIEH Bpe/l UX 30POBbIO U (1K) pa3Butuio. CoraacHo
JAaHHOMY 3aKOHY «HMH(OpPMalMOHHAs O€30MacHOCTh JAETel» - 3TO COCTOSIHHE
3alMIICHHOCTH, MpPH KOTOPOM OTCYTCTBYET PpHUCK, CBSI3aHHBIH C MPUYUHEHUEM
uH(popManuen Bpeaa uxX 370pOBbI0 U (WIK) (HU3MUECKOMY, IICUXUYECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akona Ne 436-OD wunbpopmaruel, NPUIHHSIIONIEH Bpes
310pPOBbIO U (MJIM) PA3BUTHIO I€TEH, IBISETCS:

1. uH(pOpMaIKs, 3arpenieHHas I PacpOCTPaHEHUS CPEIIU JICTEH;

2. uH(pOpMaIHs, PacCIpOCTpaHEHHE KOTOPOW OTPaHWYEHO Cpenu JeTei
OIPE/ICIICHHBIX BO3PACTHBIX KATETOPHUH.

3. K wuHbOpmarumu, 3ampeiieHHON ii paclpOCTpaHEHUs CpeAH JIeTeH,
OTHOCHUTCS:

4, uHpopmanus, ToOyXKmaromas JeTeid K  COBEPIICHHIO JEHCTBUH,

NPEJICTABISIONUX YIPO3y UX JKU3HM M (WJIK) 30pOBbIO, B T.4. MPUUYMHEHHUIO Bpeaa
CBOEMY 3/I0POBbIO, CAMOYOUICTBY;

5. CIIOCOOHOCTh BBI3BaTh y JI€TEH JKeJlaHWE YNOTPEOUTh HAPKOTUYECKUE
CpEeIICTBA, TMCUXOTPOINHbIE W (WIM) OJYypMaHHUBAIOIIUE BELIECTBA, TabayHble H3ICNHUA,
AJIKOTOJIbHYIO M CIIUPTOCOJEPKAIIYIO MPOAYKIHUIO, IMBO U HAIMTKU, U3rOTABINBAEMbIE
Ha €ro OCHOBE; NPHUHATh Y4YacTHUE B a3apTHBIX WIpax, 3aHUMATbCs IPOCTUTYLHEH,
OpOASKHUYECTBOM MJIU IONPOIIAHHUYECTBOM;

6. 000CHOBBIBAIOIIAS WJIM OMPABJIbIBAIOLIAS JIOMYCTUMOCTh HACUIUS U (WIIN)
KECTOKOCTH 00 moOyKJaromas OCYUIECTBIATh HACHIbCTBEHHbIE JACHCTBHUS IO
OTHOLICHMIO K JIFOJSIM U )KUBOTHBIM;

7. OTpHUIIAIOIIAsl CEMEHHBIE LIEHHOCTH M (QopMUpYIOllas HEyBaXeHUE K
pOIUTENSIM U (WJIH) IPYTUM YJIEHAM CEMbH;

8. OIpaB/IbIBaIOLIas IPOTUBOIPABHOE NTOBEACHMUE;

9. coJieprKallasi HeLEH3YPHYIO OpaHb;

10. coJieprkaiasi uHGOPMALIMIO TOPHOTPAPUUIECKOT0 XapaKTepa

K wHbopManmum, pacnpocTpaHeHHE KOTOPOM OrpPaHMYEHO Cpenud  JIeTei
OTIPENICJICHHOTO BO3PacTa, OTHOCHUTCS:

1. uHpopMaIms, TpeACTaBlsieMas B BHIE H300pOKEHUS WM ONHCAHUSA
KECTOKOCTH, (PU3NYECKOTO W (W) IMICUXUYSCKOTO HACWIIUS, MPECTYIICHUS WA HHOTO
AQHTUOOIIECTBEHHOTO JICHCTBHUS,

2. BBI3BIBAIOINAS Y JIETCH CTPax, Y)Kac WIH MaHUKY, B T.4. IPEICTaBIsIeMas B
BUJIC M300paXCHHUS WJIM ONMUCAHMS B YHIDKAIOUICH YeOBEYECKOE JOCTOMHCTBO (hopme
HEHACWJIBCTBEHHOW CMEPTH, 3a00JIeBaHUs, CAMOYOHIICTBA, HECUACTHOTO CIIy4asi, aBapuu
WM KaTacTpodsl U (UIIN) UX MOCTIEACTBUN;

3. IpeJCcTaBisieMasl B BUAE U300paKeHHs UM OIMCAHUS [TOJIOBBIX OTHOLIEHUH
MEXIy MY>KUYMHOM U JKCHILMHOW;
4. colepkamiasi OpaHHbIE CJIOBa W BBIPAXKEHUS, HE OTHOCSIIMECS K

HEIEH3YPHOH OpaHu.



C yuerom storo Bam mnpemmaratorcsa npaBuiia paboTsl B cetn WHTepHeT s
Pa3IUYHBIX BO3PACTHBIX KaTETOpHi, COOIIOJEHHE KOTOPHIX MO3BOJIUT OOECHEUHTh
UHPOPMAIIMOHHYIO 0€30MMaCHOCTD BallIHNX JIETEH.

OO6u1me npaBuia i poaAuTeNIeH

1. HezaBucumo oT BO3pacta peOeHKa HUCHOJB3yWTE  MPOrpaMMHOE
oOecrieyeHue, mnomMorawoiiee (GpUIbTPOBaTh M KOHTPOJIUPOBATh HHGOpPMALMIO, HO HE
noJiaraiTech MOJHOCTHIO Ha HETo. Ballle BHMMaHue K peOeHKY - TJIaBHBIM METO/]T 3aIlIUTHI.

2. Ecnu Bam peGeHok MMeeT akkayHT Ha OAHOM M3 COI[MAIBHBIX CEPBHUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.1.), BHMMATCIBHO H3YyYUTE, KaKYIO
WH(POPMAIMIO TIOMEMIAIOT €r0 yYaCTHUKA B CBOMX NPOPWISIX W Ojorax, BKIIOYas
¢dororpaduu u BuaCO.

3. [IpoBeppTe, C KakuMHM APYTMMHU CalTaMH CBSI3aH COLMAJIBHBIA CEPBUC
Bamrero pebenka. Ctpannuku Bamiero pebenka Moryt ObITh 0€30MaCHBIMH, HO MOTYT U
COJIepXKaTh CCHUIKM HA HEXKENATEJIbHbIE W OMACHbIC CANTHI (Hampumep, MOPHOCANT, WUIU
caliT, Ha KOTOpPOM Jpyr YHOMHHAaeT HOMep coToBoro tenedona Bamero pebenka uinu
Bam nomarmauit aapec)

4, [Toompsiite Bamux pereir cooOmare 000 BCeM CTPaHHOM —WIIU
OTTAJIKUBAIOIIMM U HE CIUIIKOM OCTPO pearupyirte, Korga OHU 3TO JenaroT (M3-3a
OMAaceHUsl MOTEPSITh AOCTyN K MHTEpHETY AeTH He rOBOPAT POIUTENSIM O mpoliemax, a
TaK)K€ MOTYT HayaTh UCIOJIb30BaTh IHTEpHET BHE JIoMa U IIKOJIbI).

5. BynwTe B Kypce cereBoii )kxu3Hu Bamiero pedenka. MHTepecyiitech, KTO UX
npy3bsi B IHTEpHET Tak ke, KaK HHTEPECYETECh PEaJIbHbIMU JPY3bsIMH.

Boszpacm om 7 0o 8 nem

B Untepnere pebeHOK cTapaeTcsi MOCETUTh T€ WM UHBIE CalThl, a BO3MOXHO U
4aThl, pa3pelieHue Ha MOCEIIEHNE KOTOPhIX OH HE MONY4Yui Okl OT poauteneid. [loatomy
pOAMTENSIM OCOOCHHO TIOJNE3HBI OyAyT TE€ OTYEThl, KOTOPhIC MPEAOCTABIISIOTCS
IporpaMMaMH II0 OTPAaHUYEHUIO HCHOoJIb30BaHus HWHTEpHEeTa, T. €. Poaurenbckuii
KOHTPOJIb WJIM TO, YTO Bbl CMOXETE YBHJAECTh BO BpeMEHHBIX (ainax. B pesymnwrare, y
pebenka He OyJeT ONIYIICHHs, YTO 33 HUM BEJETCA MOCTOSHHBIM KOHTPOJIb, OJIHAKO,
poauTenu OynyT MO-TIPEKHEMY 3HATh, KaKWe CaWThl IMOceliaer ux pedeHok. [letu B
JTAHHOM BO3pacTe O0O0JIaIal0T CHWJIBHBIM YYBCTBOM CEMbH, OHHU JIOBEPUHUBBHI M HE
COMHEBaIOTCs B aBTOpUTeTaXx. OHU JTI00AT UTPaTh B CETEBBIE UTPHI U MyTEIIECTBOBATH 10
NHTepHeTy, HCHONIBb3ys OHJIEKTPOHHYIO MOYTY, 3aXOJWTh HAa CAaWThl W 4YaThl, HE
PEKOMEHIOBAHHBIE POJIUTEISIMU.

CoBeTbl 110 6€30MacHOCTU B ceTH MHTepHeT A aeteit 7-8 et

1. CoznaiiTe criucoK NOMalIHUX MpaBUil noceuieHus VIHTepHeTa npu ydyacTuu
neTed u TpeOyHTe ero BhIMOJHEHUS.
2. TpeOyiiTe ot Bamero pedbenka co0mo1eHNs] BpeMEHHBIX HOPM HaXOXICHUS

3a KOMIIBIOTCPOM. [lokaxure pC6GHKy, 4yto BEI Ha6J'II-O,Z[a€T€ 3da HUM HC IIOTOMY 4YTO Bam
9TO XO04YCTCs, a IIOTOMY YTO Br1 OeciokouTech 0 €ro 0€30MacHOCTH U BCCraa roToBbl MYy
IIOMOYb.

3. Kommprotep ¢ nmoakmtoueHrneM K MIHTEpHETY MOJDKEH HaXOAUThCS B OOIIeH
KOMHATE O] IPUCMOTPOM POIAUTEIIECH.

4, Ucnonw3yiite crieniaibHbIe IE€TCKUE TOMCKOBBIE MAILIUHBI.

5. Ucnonw3yiite cpeactBa OJOKUPOBAHMS HEXKENIATEIbHOIO KOHTEHTAa Kak

JOIIOJIHCHHUC K CTAHAAPTHOMY PO,Z[I/ITCJ'II)CKOMY KOHTPOJIIO.



6. Co3zpmaiiTe ceMeWHbI 3JIEKTPOHHBINA SIIIMK, YTOOBI HE MO3BOJUTH ACTIM
UMETb COOCTBEHHBIC ajipeca.

7. bnokupyiite moctyn kK caiiTaM ¢ OECIUIaTHBIMHU IOYTOBBIMHU SIIIUKAMHU C
IOMOUIBIO COOTBETCTBYIOLIEIO IPOTPAMMHOTO 00ECTIEUEHUS.

8. [Ipuyunute nereli coBeToBaThCA ¢ Bamm mepesn onmyOJMKOBAaHUEM KaKOM-
1160 uHPOpMAIUU CPEACTBAMH AJEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OpPM U
npoduieit.

9. Hayuute neteii He 3arpy»ath (ailjibl, IPOrpaMMbl WM MY3bIKY 0€3 Balllero
COTJIacHs.

10. He paspemaiite netsM uCHojb30BaTh CIIyXObl MIHOBEHHOro OOMEHa
COOOIIEHUSIMH.

11. B «Oenplit» cnucok calWTOB, pa3pelieHHbIX IS MOCEIIEHUs, BHOCHUTE
TOJIBKO CAUTHI C XOPOLIEH pEenyTalUuEH.

12. He 3a06niBaiiTe 6GecenoBath ¢ 1eTbMu 00 UX JIpy3bsax B MHTepHETE, Kak ecnu
ObI peyb 1IIa O JPY3bsiX B peabHON KU3HU.

13. He nemaiite «taOy» M3 BONPOCOB MOJOBOM JKM3HHU, TaKk Kak B MHTepHeTe
JIETH MOTYT JIETKO HATKHYTHCS Ha TIOPHOTPAPHUIO WITH CAUTHI «IUIS B3POCIIBIX).

14. [Ipuyunte Bamero pebGenka cooOwmaTe BaM O JIOOBIX yrpo3ax WIH

TpeBorax, cBs3aHHbIX ¢ MHTepHeToM. OcTaBaiiTech CIOKOMHBIMM M HAallOMHUTE JETSIM,
4TO OHU B 0€30IIaCHOCTH, €CIIM CaMHU paccKa3ajy BaM O CBOMX TpeBorax. [loxBanure ux u
MIOCOBETYHTE MOJONTH elle pa3 B MOAOOHBIX CITydasX.

Bospacm oemeti om 9 0o 12 nem

B nanHom Bo3pacTe AeTH, Kak MpaBWIIO, YXK€ HACTBIIMIAHBI O TOM, Kakas
uHpopmanus cymectByeT B HTepHeTe. COBEPIIEHHO HOPMAIIBHO, YTO OHH XOTAT 3TO
YBUJETh, TMPOYECTh, YCablmaTh. [Ipu STOM HYXHO TMOMHHUTH, YTO JOCTYI K
HEXeJIaTeIbHBIM MaTepuajaM MOXKHO JIETKO 3a0JOKMpOBATh MPHU TOMOINHU CPEACTB
Poaurenbckoro KOHTPOJIS.

CoBeTbl 10 0€30IIaCHOCTH I JIeTer oT 9 o 12 et

1. Co3zpmaiiTe CMCOK JTOMAIIHUX MPaBWI MmocemeHuss HTepHeT npu y4acTHH
neTed u TpeOyiTe ero BhIMOJHEHUS.

2. TpeOyiite or Bamero pebGeHka coOMIOIEHHS HOPM HaXOXKACHHUS 3a
KOMITHIOTEPOM.

3. HaGmronaiite 3a peGeHKOM Tpu paboTe 3a KOMIBIOTEPOM, MOKAKHUTE €MY,
yTo BbI OecnokonuTech 0 ero 0€30MacHOCTH U BCEr/1a TOTOBBI OKa3aTh €My ITOMOIIIb.

4, Kommprotep ¢ moakmroueHueM B MIHTEpHET JOKEH HaXOIUTHCS B OOIIEH
KOMHAT€ 0] TPUCMOTPOM POJUTEIICH.

5. Ucnonw3yiite cpeactBa OJOKUPOBAHMS HEXKENIATEIbHOIO KOHTEHTA Kak
JIOTIOJIHEHHE K CTaHAApTHOMY PouTe1bCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATh HEMOCPEJACTBEHHOE yYacTHE B JKU3HU peOCHKa
OecemoBarth ¢ IeTbMH 00 UX ApY3bsix B MIHTEpHETE.

7. HacrauBaiiTe, 4T0OBI 1€TH HUKOT/Aa HE COMVIAIIAIMCH HA TUYHBIE BCTPEUH C
Ipy3bsiMu 1o UHTEpHETY.

8. ITo3BoagiiTe OeTAM 3aXOAUTh TOJBKO Ha CaWThl M3 «OEJIOro» CIIMCKA,
KOTOPBIN CO3/IAMTE BMECTE C HUMU.

9. [IpuyuuTe nereit HUKOTa HE BHIIABATh JIMYHYIO MH(POPMAIIUIO CPECTBAMU
AJIEKTPOHHOM  TOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIICHUSIMU,




PETUCTPAIIMOHHBIX (OPM, JHYHBIX NPOPUIEH M TMPH PETUCTPALUU Ha KOHKYPCHI B
NuTepHere.

10. [Ipuyuute nereil He 3arpyxkarb nporpammsl 0e3 Baiero pasperieHus.
OOBsiCHUTE UM, YTO OHM MOT'YT CIIy4ailHO 3arpy3uTh BUPYCHI UJIU IPYTrO€ HEKEIATEIIbHOE
IpOorpaMMHOE OOecIeueHHeE.

11. Coznaiite BameMmy peGeHKYy OTpaHUYEHHYIO YUETHYIO 3aMUCh JUIsl pabOThI
Ha KOMITbIOTEPE.
12. [Tpuyunte Bamero pebGenka cooOmars BaM O JIOOBIX yrpo3ax WU

TPpCBOrax, CBA3aHHLIX C I/IHTepHGTOM. Hanomuute JACTAM, 4TO OHHU B 6630HaCHOCTI/I, CCJlIn
CaMHU pacCCKasaJii BaM O CBOMX TPCBOI'axX U OIMACCHUAX.

13. Pacckaxwure getsam o mopuorpaduu B uTepHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI J€TH NPEAOCTABIIAIM BaM JOCTYIl K CBOEH
3JIEKTPOHHON MOYTE, YTOOB! Bbl YOEIMIINCh, YTO OHHU HE OOIIAIOTCS ¢ HE3HAKOMIIAMU.

15. OObsicHUTE JA€TAM, 4YTO HEb3sd MCIOJIb30BaTh CETh JJIs XYJIUTaHCTBA,

pacnpoCTpaHEeHUs CILIETEH WIH YTPO3.

Boszpacm demeii om 13 0o 17 nem

B oarom BoO3pacTe MNOAPOCTKM AKTUBHO HCIOJIB3YIOT IIOMCKOBBIE MAIIMHBI,
MOJIB3YIOTCS AJIEKTPOHHOM IMOYTOM, CIy>KOaMH MTHOBEHHOTO OOMEHa COOOIICHHUSMU,
CKaYMBaIOT MY3bIKY U (GUIbMBL. MajabuuKaM B 3TOM BO3pacTe 0oJiblIe 0 HpaBy CMETaTh
BCE OrpPaHMYEHHUSA, OHM JKAXAYT IpyOoro romopa, a3apTHBIX WIp, KAPTUHOK <«JUIS
B3pOCIHbIX». JIEBOUKHM MPEINOUUTAIOT 00IIAaThCA B YaTax, MpU 3TOM OHM ropasao Oolee
YYBCTBHUTEIIbHBI K CEKCYyaJIbHBIM JOMOrarenbcTBaM B MIHTepHeTe.

3ayacTyro B JaHHOM BO3pacTe POJUTENAM YXE€ BECbMa CIOXKHO KOHTPOJIMPOBATh
CBOMX JeTel, Tak kak 00 VHTepHeTe OHM YK€ 3HAIOT 3HAYUTEIHHO OOJbIlEe CBOHMX
poauteneir. Tem He MeHee, HE OTHYyCKalTe JeTe B «CBOOOJHOE TUTaBaHUE» IIO
HuTepuery. CtapaiiTech akTUBHO y4acTBOBATh B 001IeHNN peOeHKka B IHTepHeTe.

Baxxno mno-npexHemy ctporo coOmonate mnpaBuia HHTepHer-Oe3omacHocTd -
CorjalleHue MEXIy POAUTEN MU U 1eTbMH. KpoMe Toro, He0OX0AMMO KaK MOXHO Yalle
npocMaTpuBaTh OTYETHl O JesATenbHOcTH jAere B WHrepHere. Crenyer oOpaTUTh
BHUMaHHE Ha HEOOXOAMMOCTh COJEP)KaHUS POIUTENBCKUX Maposed (maposen
aMUHHCTPATOPOB) B CTPOTOM CEKpEeTe U OOpaTUTh BHHMAHHE HAa CTPOTOCTh ITHX

napoJen.
CoseTnl 110 0e30I1acHOCTH B 3TOM Bo3pacte oT 13 no 17 jer
1. Co3zpaiiTe CMCOK JOMAIIHUX MpaBuil noceulenus: UuTepHera npu y4acTuu

MOJIPOCTKOB U TpeOyiiTe 0e3ycioBHOTrO ero BeimoiHeHus. OOroBopure ¢ pedGeHKOM
CIIUCOK 3amlpelIeHHBIX CAalTOB («YEepHBIN CIHUCOK»), 4Yachkl paboTel B MHTepHere,
PYKOBOJCTBO 10 0011eHuto B IHTepHeTe (B TOM YUCIIE B YaTax).

2. KowMmmproTep ¢ moakmrodeHreM K ceTd VHTEepHeT MOJDKEH HaXOJWTHCS B
0o0111eli KOMHATE.
3. He 3a0wiBaiiTe OecemoBaTh ¢ AeThbMH 00 UX APY3bsiXx B MHTepHETE, 0 TOM,

4eM OHHU 3aHATHl TakuM o0Opa3oMm, OyATO pedb UACT O JAPY3bIX B PEATBHON >KU3HH.
CrparmmBaiTe 0 JIFOAsIX, ¢ KOTOPBIMH JISTH OOIIAIOTCS TIOCPEACTBOM CITY)KO MTHOBEHHOTO
oOMeHa cOOOIICHUSIMH, YTOOBI YOSTUTHCS, UTO ATH JIFOAU UM 3HAKOMBI.

4. Hcnonp3yiite cpenctBa OMOKUPOBAHHS HEKEIATETLHOTO KOHTEHTA Kak
JIOTIOTHEHHE K CTAaHJIAPTHOMY POUTEIhCKOMY KOHTPOJTIO.



5. Heo6xoaumo 3HaTh, KaKUMU 4aTamu 1ojb3yroTcs Bamm neru. [oompsiite
UCIIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB M HACTaWBaiTe, 4YTOOBI JETH HE OOIIAIUCh B
MIPUBATHOM PEXKUME.

6. HacrauBaiite Ha TOM, YTOOBI AETH HUKOT/Aa HE BCTPEYAINCH JIMYHO C
Ipy3bsiMU U3 ceTu VHTepHeT.
7. [Tpuyunte nerell He BBIJABATH CBOIO JIMYHYIO MH(GOPMALUIO CPEICTBAMU

QJIIEKTPOHHOM  IMOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEHUSIMH,
PEruCTpallMOHHbIX (OpM, JUYHBIX NpodWiIed U NpU PErucTpallMd Ha KOHKYPCHI B
HNuTepHere.

8. [Ipuyuute nereil He 3arpyxarb Iporpammsl 0e3 Baiero pasperieHus.
OOBsICHUTE UM, YTO OHM MOT'YT CIIy4ailHO 3arpy3uTh BUPYCHI UJIU IPYTrO€ HEKEIATEIBHOE
IpOorpaMMHOE OOeCIeUeHHE.

9. [Tpuyunte Bamero pebenka cooOwmarb BaM O JIOOBIX Yyrpo3ax WIH
TpeBorax, cBsizaHHbIX ¢ lHTepHeTom. HannomHuTe 1€TAM, YTO OHU B O€30MACHOCTH, €CIIU
caMH pacCcKas3aJld BaM, O CBOMX YIrpo3ax MM TpeBorax. [loxBaimre MX M MOCOBETYHTE
IIOJIOWUTH €ellle pa3 B [TOJ00HBIX CIIydasix.

10. Pacckaxure pnerssMm o mopHorpadun B HWuTtepuere. Ilomorure wum
3aIIMTUTBCS OT cnama. Hayuure noapocTkoB He BblaaBaTh B MHTEpHETE CBOETO
peaNbHOrO

QJICKTPOHHOI'O aApcCa, HC OTBCUATb HA HCKCIIATCIBHLIC ITHCbMa W HCIIOJIIB30BATH
CIICOHUAJIbHBIC IIOYTOBBIC q)HHBTpBI.

11. [Ipuyunte ceOst 3HAKOMUTHCS C CallTaMHU, KOTOPBIE MOCEUIAl0T MOAPOCTKH.

12. Haydaute nereil yBakaTb APYrHX B MHTEpHETE. Y OeIUTECh, YTO OHH 3HAIOT
0 TOM, YTO TMpaBWJIa XOPOIIETO MOBEACHUS NEHCTBYIOT Be3[e — Ja)Xe B BHPTYaJIbHOM
MHpeE.

13. OOBsicHUTE OETAM, YTO HU B KOEM ClIydae Helb3sl UCHOIb30BaTh CeTh s
XYJIUTaHCTBA, PACIPOCTPAHEHHS CIUIETEH WIIN YIPO3 APYTUM JIIOISIM.

14. O6cynute ¢ moapocTKaMu MpoOJeMbl CETEBBIX a3apTHBIX UIP U HX

BO3MOXHBII pUCK. HanloMHHKTE, 4TO €T HE MOTYT UIPaTh B 3TU UIPHI COIVIACHO 3aKOHY.

[TocrosiHHO KOHTpONIMPYITE Hcnonb3oBaHue VHTepHeTa Bamum pebenkom! Oto He
HapylIEHUE €ro JIMYHOIO IPOCTPAHCTBA, 4 MeEpa MPEIOCTOPONKHOCTU W IPOSIBICHUE
Bameit poauTenbCkoil OTBETCTBEHHOCTH U 3200THI.



