[Tpunoxenne Ne 2 k
00s3aTeNbHON HHpOpMaLnuu
JUIS pa3MeIeHHs Ha CalTe

NHO®OPMAIIMOHHASA MAMATKA JJIA
OBYYAIOIIUXCA AJIA PASMEIIEHUA HA
OPUIHNAJIBHBIX UHTEPHET-PECYPCAX

C KaxIbpIM ToJIOM MOJIOJIEKH B MHTEPHETE CTAaHOBHUTHCS OOJIbLIE, a MIKOJIbHUKU
OJIHM M3 CaMbIX aKTHBHBIX IoJyib3oBarenell Pynera. Mexny TemM, HIOMHMO OIpOMHOTO
KOJINYECTBA BO3MOXKHOCTEH, MHTEPHET HeceT M NpoOiembl. DTa MaMATKa JOJKHA
oMOYb TeOe 6e30MacHO HaXOAUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KoMmnploTepHblif BHpYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOTpam,
OTJIMYUTENIbHON OCOOEHHOCTBIO KOTOPOM SIBISIETCSI CIIOCOOHOCTh K pa3MHOXKEHHUIo. B
JIOTIOJTHEHUE K 3TOMY, BHUPYCHI MOTYT TOBPEIUTh WIM MOJHOCTbIO YHHYTOXKUTH BCE
¢daiinpl M JaHHbBIE, TOAKOHTPOJIbHBIE TIOJB30BAaTEN0, OT HMEHU KOTOporo Obuia
3amylieHa 3apakeHHash MporpaMma, a TakKe IOBPEAUTh WIH JaXe YHUYTOXKUTh
ONEpallMOHHYI0 CHCTEMY CO BceMH ¢aillaMu B 1e0oM. B OOJbIIMHCTBE Cilydaes
PacupoCTPAHSIIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3aIIMTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Hcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIIME CEPHE3HBIN
YPOBEHB 3aILUTHI OT BPEIOHOCHBIX MIPOrPamMM;
2. [TocTosiHHO ycTaHaBnWBail mauTu (IMUQPPOBBIE 3aIUIATKH, KOTOPHIE aBTO-

MaTUYECKH YCTAaHABIUBAIOTCS C IEJIbI0 TOPAOOTKH MPOTPaMMBbl) U IPyrue OOHOBJICHUS
cBOel omepanlMOHHONW cucteMbl. CkauMBail HMX TOJABKO C O(HUIIMATBLHOTO cailTa
paspadoturika OC. Ecim cyiiecTByeT peKUM aBTOMAaTUYECKOTO OOHOBIICHHMSI, BKIIIOYU
ero;

3. Pabotait Ha cBoeM KOMMBIOTEpE MO MpaBaMH MOJIb30BATENSA, a HE aMU-
HUCTpaTOpa. OTO HE TMO3BOJMUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPAMM WHCTAIIIU-
pOBaThCS Ha TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBHPYCHbIE MPOTPAaMMHBIE NMPOJYKTHI W3BECTHBIX INPOU3-
BOJIUTEJIEH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NIECKHUI JOCTYN K KOMIIBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Hcnonp3yil BHEIIHNE HOCHTETN HH(OpPMAaLWHU, TaKhe Kak (QIIelKa, JUCK
i (aisl u3 HHTEPHETA, TOIBKO U3 MPOBEPEHHBIX HCTOUHUKOB,;

7. He oTkpbiBaii KOMIbIOTEepHBIE (DAiIIBI, MONYYCHHBIC U3 HEHAJC)KHBIX HC-

TOYHHUKOB. Jlaxke Te (pailyibl, KOTOpbIe MPHUCIa TBOW 3HAKOMBIN. Jlydlie yTouHu y Hero,
OTIIPABJISUT JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepeiayd JaHHBIX, HE TEXHOJOTHs, a BCEro JIMIIb OpeH,
mapka. Eme B 1991 rony Hunepnanackas komnanus 3apeructpuponaina openg "WECA",
yro obo3Hauano cioBocoueranue “Wireless Fidelity", xoropeiii mepeBoamTCcs Kak



"GecrpoBOIHAS] TOYHOCTBH".

Jlo Hamiero BpeMeHH jomnuia apyras abOpeBuartypa, KOTopasi sSBISETCS TaKOH Ke
TexHoJoruei. Jto abopesuarypa "Wi-Fi". Takoe Ha3BaHWe OBUIO JaHO C HAMEKOM Ha
CTaHIApT BBICIICH 3ByKOBoW TexHuku Hi-Fi, yto B mepeBoje o3HauyaeT "BhICOKas
TOYHOCTB'".

Ja, OecruiaTHBIA WHTEPHET-IOCTYH B Kade, OTENSIX W ad’pornoprax sBISETCS
OTJIMYHON BO3MOXKHOCTBIO BbIXO/Ja B MHTEepHET. HO MHOrHMe SKCIepThl CUMTAIOT, YTO
obmenoctymnubie Wi-Fi cetn He sBstoTcst 6€30MaCHBIMHU.

CoBeThlI 10 06€30macHOCTH paboThI B 0011e10CTYHBIX ceTsx Wi-fi:

1. He mepenasaii cBoro nmuunyro uHpopManuio yepe3 oodmenoctymusie Wi-Fi
cetu. Paboras B HUX, JKEJATEIHHO HE BBOJUTH IMAPOJIA JOCTYTA, JOTHHBI U KaKue- TO
HOMEpA;

2. Wcnonp3yii 1 0OHOBISANH aHTHBUPYCHBIE MPOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30nacHIlIb ce0sl OT 3aKaYKU BUPYCa HA TBOE YCTPONCTBO;
3. [Tpu ucnone3oBanuu Wi-Fi otkmroun dynknuro "OO0muit goctyn x daid-

naM u mpunTepam". JlanHas (GyHKIMS 3aKphiTa MO YMOJYAHHUIO, OJTHAKO HEKOTOPHIC
MOJIb30BAaTENN aKTUBUPYIOT €€ sl y100CTBa UCIIOJIb30BaHUS B paboTe Uiu yueoe;

4. He wucnone3yit nybmumuneii WI-FI nns mepegaum JuYHBIX  TaHHBIX,
HAIpUMep JJIS BBIXOJIa B COLIMATILHBIE CETH WIIH B 3JIEKTPOHHYIO TIOUTY;

5. Hcnonw3yii Tobko 3amuiieHHoe coenuaenue depe3 HTTPS, a ae HTTP,
T.¢. Ipu Habope BeO-aapeca BBoau uMeHHO "https://*;

6. B MoOunbHOM Tenedone orkimoun ¢pyuknuto "Tloakmouenne k Wi-Fi aB-
toMaTryeckn". He nomyckail aBTOMaTHYeCKOro MOAKIIIOYCHUsT yeTpoiicTBa K ceTsim Wi-
Fi Ge3 TBOETO Cornacus.

ConmanbpHbIe CETH

ConuasibHbIE CETH aKTHMBHO BXOJISAT B HAIly JKM3Hb, MHOTHE JIIOJU pabOTAIOT U
KUBYT TaM IMOCTOSHHO, a B Facebook yike 3aperucTpupoBaH MHIUIHAPA YEIOBEK, YTO
SBJIIETCS OJIHOM CeObMOM BCEX JKUTENEH IUIaHeThl. MHOTHWE TOJIb30BaTed HE
MOHUMAIOT, 4TO MH(pOpMaIKs, pa3MelieHHas UMU B COI[MAIBHBIX CETSIX, MOXET OBIThH
HalilecHa W WCIIOJIb30BaHAa KEM YrOoJHO, B TOM 4YHCIe HE 00s3aTeNbHO C Omarumu
HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MMACHOCTH B COLUATBHBIX CETSIX:

1. Orpanudb CIUCOK Apy3eid. Y TeOs B IPYy3bsAX HE JOHKHO OBITh CIIy4ailHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaii CBO YacTHYIO KU3Hb. He ykaspiBail maponu, TenedoHbl, aape-
ca, IaTy TBOCTO POXKJCHUS U JIPYTyIO JUYHYIO HH(DOpMAIHIO. 37I0YMBIIIIICHHUKHA MOTYT
UCIIOJIb30BaTh Jake WHOOPMAIMIO O TOM, KaK Thl M TBOHM POJMTEIU IUIAHHPYETE
MIPOBECTH KAHUKYJIbI,

3. 3amuinaii CBO penyTaIuio - ISP KU €€ B YNCTOTE U 3a/1aBail cebe BOMpocC:
XoTea OBl ThI, YTOOBI JAPYTHE IMOJIB30BATSIM BHJICIH, YTO ThI 3arpyxaems? [lomgymai,
MPEK/IE YeM YTO-TO ONMyOIMKOBATh, HAIMMCATH U 3arPYy3HTh;

4. Ecnu TBI TOBOpHIIG C JTFOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE
peallbHOE MMsI U APYTYIO JIMYHYIO HHPOPMAIIUU: UMS, MECTO JKUTEIHCTBA, MECTO Y4IEOBI
U TIpovee;



S. U3z6eraii pasmenienus ¢ororpaduii B HaTepHere, rae Thl n300pakeH Ha
MECTHOCTH, IO KOTOPOI MOKHO OTPEACIUTh TBOE MECTOTIOJIOKECHHE;

6. [Ipu peructpanuu B COIMAIBHON CETH HEOOXOIUMO HCHOJIb30BaTh CIIOK-
HBIE [1APOJIU, COCTOSIIINE U3 OYKB U HU(P U C KOJUUECTBOM 3HAKOB HE MEHEE §;
7. JUis conuanbHONW CEeTH, MOYTHl M APYTUX CAaHTOB HEOOXOIUMO HCIOIb30-

BaTh pa3Hble maponu. Torga eciau TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TIOTy4aT
JIOCTYTI TOJIBKO K OJJHOMY MECTY, & HE BO BCE Cpa3y.

DJIEKTPOHHBIE JE€HBIU

DONEeKTPOHHBIE JEHBI'M - STO OYEHb YMOOHBIN CMOCO0 MiaTeXei, OJHAKO CY-
HIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TU JEHBIU.

ONEKTPOHHBIE JIEHbIM MOSBWINCH COBCEM HEJAABHO M MMEHHO H3-3a 3TOrO BO
MHOTHUX FOCyJapcTBax 0 CUX MOpP HE MPOMKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (YHKIMOHHPYIOT U O HMX YX€ MPOIKCAHO B 3aKOHE, IJIe UX
pa3zeNsloT Ha HECKOJIBKO BUJOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO
QHOHMMHBIE - 3TO T€, B KOTOPbIX pa3pelaeTcss MPOBOAUTH omepauuu 0e3
UACHTU(QUKALMN TI0Jb30BaTENs, @ B HEAHOHHWMHBIX WICHTHU(QUKALMS TO0Ib30BATEIS
SIBIIIETCS 00SI3aTEIBHOM.

Takxe crenyer pasiaudarh SJIEKTPOHHBIE (QHUATHBIE ACHBIU (paBHBI TOCyAap-
CTBEHHBIM BaJIIOTaM) U DJIEKTPOHHBIE He(UATHBIE JEHBI'H (HE pPaBHBI TOCYIapCTBEHHBIM

BaJIIOTaM).
OcHOBHBIE COBETHI 110 6€301MaCHON paboTe C ANEKTPOHHBIMU JIEHBIAMHU:
1. [TpuBsixku kK cueTy MOOWIBHBIN TeJaedoH. DTO caMblil YIOOHBINA U OBICTPHIH

crnoco0 BOCCTAaHOBUTH JOCTyN K cueTy. IlpuBsizaHHbI TenedoH MOMOXKET, €cliu
3a0yJenb CBOM TIaTEKHBIN MapoJIh I 3aiIeIIh Ha CAalliT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonb3yit ogHopasoBeie naponu. [locie nepexona Ha YCUIIEHHYIO aBTO-
puzanuo Tede yxxe He OyJeT yrpoxkaTh OMACHOCTh Kpa)Xu WM IepexBaTa IUIaTeKHOIro
napoJis;

3. Boibepu cnoxublii maposib. [lpectynHukam OyaeT He MNPOCTO yrajaaTh

CIIOXHBIA Maposb. HanexxHble mapoiau - 3TO NapoiiM, KOTOPHIE COJEpKaT HE MEHee §
3HaKOB WM BKJIIOYAIOT B c€0sl CTPOYHBIE M TMPOMHCHBIE OYKBBI, MU(PPHI U HECKOJIbKO
CHUMBOJIOB, TaKHe€ KakK 3HaK Jojuiapa, (yHTa, BOCKJIMLATENIbHBIN 3HaK U T.1. Hampumep,
$tRONg!;;

4. He BBOAM CBOM JITMYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JOBEPSELIb.

DJIeKTpOHHAs 1oYTa

OJIEKTpOHHAs MOYTa - 3TO TEXHOJOTHS W IPEAOCTABISIEMBIE €10 YCIYTU I10
NEPEChUIKE U TIOJYUYEHHUIO DIIEKTPOHHBIX COOOLICHUH, KOTOpbIE pacHpeleNstoTcs B
KOMIBIOTEpHOU ceTu. OOBIYHO AJIEKTPOHHBIM MOYTOBBIM SIIMK BBIMVISIAUT CIETYIOIIUM
o0pa3oM: UMs_TMOJIb30BaTENA(@UMS_JOMeHa. Takxke KpoMme Iepeaadr MpocToro TEKCTa,
UMeeTCsl BO3MOXKHOCTh NepeiaBaTh (Paitibl.

OcHOBHBIE COBETHI 110 O6€30MaCHOI paboTe ¢ ANEKTPOHHON MOYTOM:

1. Hano BbIOpaTh mNpaBWIIBHBIM MOYTOBBIN cepBUC. B uHTEpHETE ecThb
OTPOMHBIN BBIOODP OECIUTATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIIE JOBEPSTH TEM, KOTO
3HACIb U KTO IEPBBIA B PEUTHHIE;

2. He yka3biBail B Tu4HOM mouTte IuyHy0 uHpopMmaimio. Hampumep, myuiie



BBIOpaTh "My3bIKanbHbIN (panat@" nim "pok2013" Bmecto "Temal3";

3. Ucnonp3ylh ABYyX3TAamHYIO aBTOPU3AIMIO. DTO KOTJa MOMHMO MapoJis
HY>XHO BBOAHTH KOJ, MpHChUIaeMbIii 1o SMS;

4, BriGepu cnoxxnbIif maposib. J{Jis KaXK10ro MOYTOBOTO SIIIMKA TOHKEH ObITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJib;

5. Ecan ecTh BO3MOXHOCTh HalucaTb CAMOMY CBOW JIMYHBIM BOIIPOC, HC-
MOJIb3YH 3Ty BO3MOKHOCTb;

6. Hcnonp3yll HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIA 118 4acTHOM mepe-

NUCKUA C ajJpecaTaMd, KOTOPBIM Thl JOBEpsielllb. DTO 3JIEKTPOHHBIA aJpec HE HaJo
UCIIOJIb30BATh MPHU PErUCTpalivi Ha popymMax U caiTax;

7. He otkpeiBail (aiinel U apyrue BIOKEHHS B MHCbMaxX, JAXe €CIU OHU
IPUILIM OT TBOMX Apy3ei. Jlydille yTOUHHM Yy HUX, OTIPABIISIIN JIU OHU TeOe 3TH (pailisl;
8. [locne oxoHuaHuss paOOTBl Ha IOYTOBOM CEpPBHCE IMEPENl 3aKPbITUEM

BKJIAJIKU C caliTOM He 3a0yab HaXaTh Ha "BeriiTu".

KubepOynnuHr win BUPTyalbHOE U3/1€BATEIHCTBO

KubepOynnuur - mpecinesoBaHue COOOIICHUSIMHU, COJEPKAIIMMU OCKOpOJIeHUS,
arpeccuio, 3alyruBaHUe; XYJIUTAaHCTBO; COIMAIbHOE OOWKOTHPOBAHHE C IMOMOIIBIO
Pa3ITUYHBIX UHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 110 6OPHOE ¢ KUOEPOYILITUHTOM:

1. He Opocaiicst B 60, Jlyumuii crioco0: MOCOBETOBAThCS Kak ceOsi BECTH H,
€CJIM HEeT TOT0, K KOMY MOXHO 00paTUThCA, TO BHAYalle YCIIOKOUThCS. ECiu Thl HaUHENIb
OTBeYaTh OCKOPOJICHUSIMH Ha OCKOpOJIEHHS, TO TOJBKO emle OoJbllie pPa30kKellb

KOH(JIUKT;

2. VYnpasinsii cBoel kubeppenyranuei;

3. AHOHMUMHOCTh B ceTu MHUMas. CylecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He croutr Bectum XynuraHckuili oOpa3 BHUpPTyasibHOM »ku3HU. WHTepHET
¢ukcupyer Bce TBOM JACUCTBHS M COXpaHsSeT UX. YJanuTh uX Oyner KpailHe 3a-
TPYAHUTEIIBHO;

d. Cobmro1aii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyit equHuunbii Heratu. OJIHOPa30BbIE OCKOPOUTENBHBIE COO0-
IIEHUS JIy4dllle UTHOPUPOBaTh. OOBIYHO arpeccus MpeKpamiaeTcs Ha Ha4yaJlbHOM CTaNu;

7. ban arpeccopa. B nmporpammax oOMeHa MIHOBEHHBIMU COOOILICHHUSIMH, B

COITMATBHBIX CETAX €CTh BO3MOXHOCTH OJIOKMPOBKH OTIIPAaBKH COOOIIEHUN C OIpe-
JICTICHHBIX aJIPECOB;

8. Ecau T cBUpeTens kubepOynnunra. TBOM AEHCTBUS: BBHICTYNHUThH MPOTHUB
npeciaeaoBaresis, NokKa3arb €My, 4YTO €ro JIMCTBUSI OIIEHUBAIOTCA HETaTUBHO, MO/I-
Jep>KaTh JKEPTBY, KOTOPOH HY)KHA TMCHUXOJIOTHYECKAsi MOMOIIb, COOOIIUTH B3POCIBIM O
¢dakTe arpecCUBHOTO MOBEACHUS B CETH.

MooOwnbHbIN TenedoH

CoBpemeHHble cMapThOHBI U IUIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIBIN
(GYHKIIMOHAJ, U TETEePh OHU MOTYT KOHKYPUPOBATh CO CTAIIMOHAPHBIMU KOMITHIOTEPAMHU.
OnHako, CpesCTB 3aMUTHI 7Sl TOJT00HBIX YCTPOMCTB TIOKA OYEHb Majio. TecTupoBaHUE U
MOMCK YSI3BUMOCTEN B HHMX MPOUCXOAUT HE TAK MHTEHCUBHO, Kak s IIK, To ke camoe



KacaeTcsi 1 MOOMJIbHBIX IPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYeCKH JOTHAIM HACTOJbHBIE
aHaJIOTH, OJHAKO pacliupeHue (PyHKIMOHaNa BIECYET 3a COOON OONBIIYIO CIOXKHOCTh U
MEHBIIYIO 3aIIHUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENU BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJISi CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /It 0€30MaCHOCTH MOOHMIIBHOTO TesedoHa:

Hudero He siBisieTcst mo-HacrositeMy OecriaTHbIM. bynb ocTopokeH, Beb Korja
Tebe mpeaIaraloT OecruiaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI Kakue- TO IJIaTHbIe
ycuayru;

Hymaii, mpexxne gem otnpaButh SMS, ¢poto unm Bumeo. Tel TOUHO 3HAEHIb, TE
OHM OyZIyT B KOHEUHOM UTOTrE?

Heo0xo1MMo 0OHOBIISITH ONEPALIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBI 111 MOOUIIBHBIX TeNle(OHOB;

He 3arpyxaii mpuioXKeHHs] OT HEM3BECTHOTO HWCTOYHHMKA, BEIb OHH MOTYT
COJIEpP>KaTh BPEJOHOCHOE NMPOTrpaMMHOE 00eCTIEUEHUE;

[Tocne Toro Kak ThI BHIICIIL C caiiTa, T/ie BBOAMI JIMYHYIO UH(OpMAIHIO, 3aiian
B HACTpOIKH Opay3epa u yaaiau Cookies;

[leprioguueckun TpoBepsid, Kakue IUIATHBIE YCIYT'H AaKTUBUPOBAaHBI HA TBOEM
HOMeEpE;

JlaBaii cBOIt HOMEp MOOMIIBHOTO Tele(OHA TOIBKO JIFOASIM, KOTOPBIX Thl 3HACIIb U
KOMY JTOBEpSICIIIb;

Bluetooth momken ObITH BBIKIIIOUEH, KOT/Ia ThI UM HE MOJb3yelbesa. He 3a0biBait
WHOT]Ia TIPOBEPSTH ATO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBI - ATO KPACOUHbIE, 3aXBaThIBAIOIIME pPa3BICUYCHMUS,
00BEIMHSIONTNE COTHU THICSIY YEJIOBEK MO BceMy MHUPY. Irpoku UCCAeAYIOT JaHHBIN UM
MUp, OOIIAIOTCS JAPYr C JAPYrOM, BBIMOJHSIOT 3aJlaHUs, CPAXKAIOTCSI C MOHCTPAMH H
MOJIy4aloT OMBIT. 3a YAOBOJIBCTBHE OHM IUIATAT: MOKYMAOT JUCK, OIJIAYMBAIOT
a0OHEMEHT WJIH MPUOOPETAIOT KAaKHE-TO OIIIUH.

Bce »Tu cpeactBa MayT Ha MOAJIEpKAHUE U Pa3BUTHUE WUIPhI, a TAKKE HA CaMy
0€301MMacCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIIMH, BBIITYCKAIOTCS HOBBIC MATUH
(mdpoBbIe 3aTUTATKH 711 TPOTPAMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX Urpax CTOWT OmacaThCs HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
Kpa)kil TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMH OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 OE€30MACHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecom apyroit urpok BeneT ceOs IUIOXO WM co3faeT Tede HEeNmpHUsTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. [Toxanyiicst agMUHHACTPATOPaM UIPbI HA IJI0XOE MOBEICHUE ITOTO UTPOKA,
JKEJaTeNbHO MPUII0KUTh KAKHE-TO JI0KA3aTEIbCTBA B BUAE CKPUHOB;

3. He yka3biBaii 1nuHyto nH(pOpMaIHio B mpodaiise urpsl;

4 YBakail Ipyrux y4acTHUKOB 110 UTPE;

S. He ycranaBnuBaii Heo(uIInanbHble MATYU U MOJIBL;

6 Hcenone3yli ¢0KHbIE U pa3HbIE MTApOJIH;



7. Jlaske BO BpeMsl UTPBI HE CTOUT OTKJIIOYATh aHTUBUpPYC. [loka ThI Urpaeisp,
TBOUW KOMITBIOTEP MOTYT 3apa3uTh.

OUIUHT WK Kpaka JTNIHBIX JTaHHBIX

OOBIYHOI KpaXkel JCHET W JOKYMEHTOB CETOJHS y)K€ HUKOTO HE yJIWBHIIb, HO C
pPa3BUTHEM HWHTEPHET-TEXHOJOTHI 3JOYMBIIUICHHUKA TEPEMECTUINCh B HHTEPHET, U
MIPOJIOJDKAIOT 3aHUMAThCA "MIOOUMBIM' JIETTOM.

Tak mosiBUiIach HOBasl yrpo3a: UHTEPHET-MOLICHHUYECTBA WK (DUIIUHT, TJIaBHAS
1eJIb KOTOPOTO COCTOUT B MONYYEHHH KOH(GUIEHIIMANBHBIX JaHHBIX TOJb30BaTeNel -
JIOTMHOB U mapoJiieii. Ha anrmuiickom s3eike phishing uuraercs kak ¢umunr (ot fishing -
pBIOHAs JIOBJISA, PASSWOrd - maposb).

OcHOBHBIE COBETHI 110 OOPHOE ¢ PUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaeliib, YTO TBOSI aHKETa
ObUTa B3J0OMaHa, TO HEOOXOAMMO 3a0JOKHPOBAaTH €€ M COOOIIUTh aAMUHHCTPATOpPaM
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Wcnonp3yii 6e3onacHbie BeO-CaliThl, B TOM YHUCIJIE, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHCTEM;
3. Hcnonw3yil cioxHble M pasHble naposiu. Takum oOpasom, eciu TeOs

B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH OJIy4aT AOCTYI TOJIBKO K OJTHOMY TBOEMY Ipo(uiio B
CeTH, a HE KO BCEM;

4. Ecnu Tebst B3nmoMany, TO HEOOXOAMMO MPenyNpeauTh BCEX CBOMX 3HAKO-
MBIX, KOTOpBIE JOOaBJIEHBI y T€0s B IPY3bsiX, O TOM, UTO T€0s B3JIOMAJIH U, BO3MOXHO, OT
TBOETO UMEHU OyJIeT pacchlIaThCs CIIaM M CChUIKU Ha (DUIIUHTOBBIE CATHI;

5. YcranoBu HanexHbd napoib (PIN) Ha MoOwIEHBIN TenedoH;

6. OTKIII0YM COXpaHEeHUeE MmapoJs B Opaysepe;

7. He otkpeiBail ¢aiinel U apyrue BIOKEHUS B NMHUCbMaX, J1aXe €CIu OHU
NPUILLIIN OT TBOMX Apy3ei. Jlydille yTOYHHM Yy HUX, OTIPABIISIIN JIK OHU TeOe 3TH (Pailsbl.

[udposas penyrarus

[Mudposas pemyranus - 3TO HETATHBHASI MM TIO3UTUBHAS WHPOPMAIIHS B CETH O
tebe. Kommnpomerupyromass wuHpopManus, pasMelIeHHas B HHTEPHETE, MOXKET
CEpbE3HBIM 00Pa30M OTPa3UThCS Ha TBOEH peanbHOU >xku3HU. "ludposas pemyramms" -
3TO TBOM UMUK, KOTOPBIN opmupyercs u3 nadopmaimu o Tebe B UHTEpHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOC (DMHAHCOBOE TOJOXKEHUE, OCOOEHHOCTH
XapakTepa ¥ pacckasbl 0 OJU3KHX - BCE ITO HAKATUIMBAETCS B CETH.

MHorue NOAPOCTKH JIETKOMBICIIEHHO OTHOCATCS K MyOJMKAlUH JIMYHOHW WH-
dopmarmu B THTEpHETE, HE TOHMUMasi BO3MOXKHBIX TIocaencTBUH. ThI Jake He CMOXKEITb
JorafaThesi 0 TOM, 4To (oTorpadusi, pa3MelleHHas 5 JeT Ha3aj, cTaja IpUYMHON OTKa3a
NPUHATH TeOs HA padoTy.

KommenTtapun, pasmenieHne TBoux Qororpaduii u apyrue ACHCTBHS MOTYT HE
UCYE3HYTh Ja)Ke MOCJe TOTO, KaK Thl X YJaIUIIb. Thl HE 3HACHIb, KTO COXPAaHWUI 3Ty
uH(pOpMalINIO, MoMaja JIM OHA B MOMCKOBBIE CUCTEMbl U COXpPAaHWJIACh JIU OHA, a TIaBHOE:
YTO MOAYMAOT O TeOe OKpYyKarollue AU, KOTOpble HAaWAyT M yBUAAT 3T0. Haiitu
UH(POPMAIIMIO MHOTO JIET CITYCTSI CMOKET JIF000H - Kak U3 T0OPBIX MOOYXACHUH, TaK U C
HaMEPEHHEM NIPUUMHHUTD BpeJl. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI MO 3alIUTE HUPPOBOI pEeIyTaIHH:



1. [Tomymaii, mpekae 4em 4To-TO MyOIMKOBATh U MepenaBath y ceds B Giore
WJIM B COLIMAJIbHOM CETH;

2. B macTpoiikax mpodwisi yCTaHOBH OTPAaHHYEHHUS HA MPOCMOTP TBOETO
npoQuIIst U €r0 COACPKUMOTr0, ClIeal ero ToJIbKO "yt apy3eit’”;
3. He pa3memiaii u He yka3piBaii HH(OpMAIHIO, KOTOPast MOXKET KOT0-JTHO0

OCKOPOJISATH U OOWKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IIKOJIbHUKH - aKTUBHBIE MOJIB30BATENN IU(POBOTO MPOCTPAHCTBA.
OpnHako JaneKko He BCE 3HAIOT, UTO MOJIb30BAaHUE MHOTHMMH BO3MOXKHOCTSIMHU LU(POBOTO
Mupa TpedyeT COOMI0ACHUS MPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uUHTeNIEKTyallbHasi COOCTBEHHOCTb' OTHOCHUTCS K Ppa3IMYHBIM TBO-
PEHMSM YEJIOBEYECKOI0 yMa, HAUMHAs C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTbl M YCIYyTH, M 3aKaHUYMBas KHUTaMH, (oTorpadusmu,
KUHO(UIbMaMHU U MY3bIKAJIbHBIMU TIPOU3BEICHUSIMH.

ABTOpCKME TMpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTH Ha
NPOU3BEACHUS HAyKH, JIMUTEpaTypbl M HCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEIICKTYaJIbHBIN/TBOPUECKUN TPya aBTOpa He Oyner
HAIPACHBIM, JJACT MY CIIpaBeIMBbIE BO3MOXKHOCTH 3apad0TaTh HA pe3yIbTaTaX CBOETO
TpyJa, MOJTYYUTh U3BECTHOCTh M Mpu3HaHue. Hukto 6e3 paspemieHus aBTopa HE MOXKET
BOCIIPOU3BOJUTh €0 MPOU3BENCHUE, PACIPOCTPAHATh, MYOJIMYHO JEMOHCTPUPOBATH,
npojaBaTh, HMMIIOPTHPOBATh, IMYCKaTb B  MpOKaT, MYyOJWYHO  UCHOIHSTH,
MOKA3bIBATh/UCIIONHATH B 3(upe win pazmeniatsh B IHTepHeTe.

Hcnonp3oBanue "mUpaTcKoro" mporpaMMHOIO 00€CIeYeHUs] MOYKET NMPUBECTH K
MHOTUM pHCKaM: OT MOTEpPU JAHHBIX K TBOUM AakKKayHTaM J0 OJIOKHPOBKH TBOETO
yCTpOICTBA, I/Ie YyCTaHOBJIEHA HejerajabHas nporpamma. He crouT takke 3a0bIBaTh, 4TO
CYILECTBYIOT JIETalIbHbIE U OeCIIaTHbIE TPOTPAMMBbl, KOTOPHIE MOKHO HAWTH B CETH.



