MeTtoauyeckue peKOMEHIAIMM O pa3MelleHMH Ha HH(OPMALMOHHBIX CTEHIAX,
opuIHANBHBIX HHTEepHeT-caiiTax 7 ApYyrux HH(pOpMANMOHHBIX pecypcax
o0meoOpa3oBaTeJibHBIX OpraHusanuii uHpopmManmuum o 0e30mMaACHOM NOBEeJCHMH W
HCnoJIb30BaHuu ceTH « AHTepHeT»

OkcnepramMmu U wieHaMu Bpemennoii komuccunm Cosera ®Pepepanuu M0 pa3BUTHIO
uH(GOPMallMOHHOTO OOIIecTBa B paMKax BBIIOJHEHUS PEKOMEHJAIMI IapiaMeHTCKUX
CIyIIaHUH «AKTyaJbHBIE BOINPOCHI oObOecrieyeHus: O€30MacHOCTH U pPa3BUTHS JeTed B
WH()OPMAIMOHHOM MIPOCTPAaHCTBE», KoTophie pouutk B CoBere ®enepanuu 17 anpens 2017 r.,
ObUIM pa3paboTaHbl METOIUMYECKHE PEKOMEHJAMH O pa3MElIeHMH Ha HH(OPMAIMOHHBIX
CTeHJIaxX, oO(UIMaIbHBIX HMHTEpHET-caliTax M  JAPYruX HMHPOPMAIMOHHBIX  pecypcax
o0uieo0pa3oBaTeIbHbIX OpPraHM3alii M OPraHoB, OCYILECTBISIONIMX YIpaBiieHue B cdepe
oOpa3zoBanusi, nuHGoOpMaUKU O OE30MACHOM IOBEICHUH U HCIOJIb30BaHMM ceTH «MHTepHeT»
(manee - METOUYECKHUE PEKOMEHIAIINN).

Meronuyeckue pEeKOMEHJALMK HalpaBiIeHbl Ha KaueCTBEHHOE IIOBBILICHHE YpPOBHS
UHPOPMALIMOHHON  JEATENbHOCTH  00INeo0pa3oBaTeNbHBIX  OpPraHM3allMidi W OpraHoB,
OCYIIECTBIISIIOUINX yIpaBiieHHE B cepe 00pa3oBaHus, B 4aCTH WHPOPMHUPOBAHUS yUAIIUXCS, UX
poauTene (3aKOHHBIX MPEICTABUTENEH) U TIEAaroruueckux pabOTHUKOB 00 OCHOBHBIX aCIeKTax
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

MeTtoauueckre pEeKOMEHJAIMU TO3BOJAT 00IIe00pa3oBaTeIbHBIM  OpPraHu3alusM |
OopraHaM, OCYIIECTBISIOIIUM YyIpaBieHue B cdepe o0pa3oBaHuUs, aKTyaIHU3UPOBATH YiKe
UCIIONIb3YEMbIC U pa3MellleHHbIe HH(OpPMallMOHHbIE MaTepUabl, TAK U MOJATOTOBUTH UX B CIydae
UX OTCYTCTBUS C YUETOM JIYUIIMX PAKTUK U PEKOMEHAALIMII.

B paMkax MeToAMYECKUX PEKOMEHIALNI pacCMaTPUBAIOTCS CIEYIOIIME HHCTPYMEHTBI:

1. UH(POPMALIMOHHBIE CTCHIBI;
2. o(uIMaIbHbIE UHTEPHET-PECYPCHI;
3. Cpe/cTBa MacCOBOM MH(POPMAIIUH (IIKOJIbHBIE Ta3€ThI, MEeJarOTUYECKUE

U3JIaHUS U IpYyTHe).

Hngpopmayuonnvie cmenowi

Ha nndopmannonnsix cTeHax B 0011e00pa3oBaTelbHbIX OPraHU3alNIX, PACIOI0KEHHBIX
B (poife yupexsieHH 1 B KaOMHETaX, OCHALIEHHBIX MEPCOHAIBHBIMH YCTPOMCTBAMH JJIS BBIXOJ1A
B ceTb «VHTepHEeT», peKOMEHAyeTcs Pa3MECTUTh WH(OPMAIMOHHBIE MaMSITKH, COJEpXKallue
OCHOBHBIE COBETHI 110 00€CIIeYeHUI0 NHPOPMALIMOHHOM O€30MaCHOCTH yYaIluXCsl.

B npunoxennn Nel Kk METOIUYECKUM PEKOMEHIAIUAM MPeJICTaBlIeH 00pa3el] MaMsATKU s
pasMeleHHs Ha HH()OPMAIIMOHHBIX CTEH/IaX.

Cpeocmea maccosou ungopmayuu

B cpenctBax MaccoBoil uMHGpOpManuM, OpPUEHTUPOBAHHBIX Ha  OOy4aroUuxcs,
PEKOMEHAYETCSI B TEUEHUU Y4YeOHOro roja peryasipHo NyOnMKoBaThb HH(POPMAIMOHHBIE
MaTepuaibl, MOCBSIICHHbIE OTJCIbHBIM acneKkTaM HWH(OpPMAalMOHHONW 0€30MacHOCTH, a TaKkKe
pa3IUYHbIE MaMATKH O0ILEro Xapakrepa.

B cpeactBax MaccoBoil HMH(OpMalMHM, OPUEHTUPOBAHHBIX Ha MEJarormyecKyro
OOIIECTBEHHOCTh, PEKOMEHJIyeTCSd B TEUEHUHM KaJleHAApHOTO Toja PeryispHO MyOJIUKOBaTh
UH(POPMALIMOHHbIE MaTepUanbl, IOCBSIIEHHbIE OTJACIbHBIM acHeKTaM HH()OPMaIMOHHON
0€30MaCHOCTH KaK HEeCOBEPILIEHHOJETHUX, TaK U 001e00pa3oBaTeIbHBIX OPraHU3aIHi, a TaKKe
pa3n4Hble TaMATKH, O0030pbl HOPMATHBHO-TNIPABOBOTO PErYJIMPOBAaHUS JaHHOW cdepbl U
MH(POPMALIMIO O aKTyaJIbHBIX MEPONPUATHSIX U COOBITUSX B JAHHOU cdepe.

B xoze nposenenus Enunoro ypoka o 6e3omnacHocTH B ceTd «HTepHET» peKOMeHIyeTCs
o0ecreuynTh BBITYCK TEMaTHMYECKOI'O BBITYCKa CPEACTBa MAaccoBOM MH(oOpMaruu Jmbo cepuu
nyOIMKaIK, CPeld KOTOPBIX PACCMOTPETh OPraHU30BaHHBIE MEPONIPUSATHUS ISl 00yJaromuxcs,
UX poauTenel (3aKOHHBIX MPEJCTaBUTENEe) U eAarorndeckoi 001ecTBEHHOCTH.



IIpnaoxenne Nel. ITamsiTka 1u1s1 o0yyarommxcsi 00 MHGpOPMALHOHHOM
0e30MmacHOCTH JeTei

HEJIb34

1. Bcem mompsim coolOmate CBOK 4YacTHYIO HWHGOpMaIuio (HACTOSIIME UMS,
dbamunmro, TenedoH, aapec, HoMep MIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIPY3€i);

2. OTKpbIBaTh BIIOKEHHbIE (Dalabl HJIEKTPOHHOM IOYTHI, KOIJa HE 3Haellb
OTIIPABUTEIIS;

3. I'pyOuth, mpuamparbesi, OKa3blBaTh JABIEHHE — BECTU ce0sl HEBEXIMBO MU
arpeccuBHO;

4. He pacnopspkaiicss neHbraMu TBOeM ceMbu 0e€3 pas3pelleHusl CTapIiuX - BCEraa
CIipalivMBail poJIUTEeIIeH;

o. He Bctpeuaiica ¢ VMHTEpHET-3HAKOMBIMU B PEAJIbHOM KM3HU - IIOCOBETYMCS CO
B3pOCJIBIM, KOTOPOMY J0BEpSIEIlIb.

OCTOPOXHO

1. He Bce mumyt nmpasny. Unraems o cebe HenpaBay B MHTepHeTe — cooOumm 00
3TOM CBOUM POJUTEISIM UJIH OTIEKYHaM;

2. [IpurnamaroT mepenuceBaThCs, WIpaTh, OOMEHUBATHCS - MPOBEPb, HET JIH
II0JIBOXaA;

3. He3zakonHnoe konupoBanue ¢aitios B IHTepHETE - BOPOBCTBO;

4. Bcerna paccka3spiBaii B3pocibIM 0 Ipo0sieMax B CETH - OHU BCET/1a IOMOTYT;

S. Vcnonb3yit HacTpoiiku 0€30IacHOCTH U NMPHUBATHOCTH, YTOOBI HE MOTEPATh CBOU
AKKayHTBI B COLICETSIX U JIPYTUX MOpTaiax.

MOXHO

1. VY Baxkail Apyrux Mnojab30BaTeNei;

2. [Tonw3yembes MTHTEPHET-UCTOYHUKOM - i€JIall CCBUIKY Ha HETO;

3. OTKpBbIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaTecss 3a MOMOUIBIO B3pPOCIBIM - POJUTENH, ONEKYHbl M aJAMHHHCTpAIUS

CalTOB BCEr/a IIOMOT'YT;

Hpuiaoxenne Ne2. UnpopmannoHHas naMATKa AJs1 00y4AKIMXCH 1JIA
pasmewienus Ha opuuHaabHbIX UHTEpHET-pecypcax

C KaXAbIM ToJIOM MOJIOJICKH B MHTEPHETEe CTAaHOBUTHCS OOJIbIIE, a IIKOIbHUKHU OJIHU M3
CaMbIX aKTHBHBIX IoJb3oBareneil PyHera. Mexnay TeMm, IOMHMO OIpOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEpHET HeceT M MpobieMbl. JTa maMsaTKa JOJKHA IOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

KoMnbrorepHble BUPYCHI

KoMInbroTepHBIi BUPYC - 3TO PA3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOrPAMM, OTIIMYUTEIBHON
0COOEHHOCTBIO KOTOPOM SBISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B nomosHeHue K 3TOMY,
BUPYChl MOTYT TMOBPEAUTHh WJIM IMOJHOCTbIO YHHYTOXHUTH Bce (Gailnbl U JaHHBIE,
IOJKOHTPOJIbHBIE MT0JIB30BATEN0, OT UMEHHM KOTOPOro OblIa 3alylieHa 3apakEHHasi IporpaMMma,
a TaKXe MOBPEAUTh WM JlaX€ YHUUYTOKUTH ONEPALMOHHYI0 CHUCTEMY CO BceMu ailiamMu B
nesnoM. B GonbIIMHCTBE CilyyaeB paclpoCTPaHsIOTCS BUPYChI Yepe3 HHTEpPHET.

Mertozpl 3aIlUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. Hcnonp3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, HMMEIOIIHNE CEPBbEHBIN
YPOBEHB 3alIUTHl OT BPEIOHOCHBIX ITPOrPaMM;
2. [locrossHHO  ycraHaBiauBaii  mautu  (uMdpoBble  3amjgaTkH,  KOTOpbBIE

ABTOMATHUYCCKU YCTAHABJIMBAIOTCA C LCIIbIO I[Opa6TKI/I mnpor paMMBI) H Apyruc OOHOBJICHUS



CBOEH omnepanuoHHOM cucteMbl. CkauuBail MX TOJNBKO C OQUIMAIBHOTO caifTa pa3paboTymka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYECKOTO OOHOBJICHUS, BKJIIOYH €T0;

3. Paboraii Ha cBOoeM KOMIBIOTEpE O]l IpaBaMu IIOJIb30BaTeNs, a He
aJIMUHUCTPATOPa. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJLTUPOBATHCS
Ha TBOEM IIEPCOHAIILHOM KOMIIBIOTEPE;

4. Ucnone3yit AHTUBUPYCHBIC IpOrpaMMHBbIE IPOIYKThI M3BECTHBIX
MIPOU3BOUTENIEH, C aBTOMAaTHUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYN K KOMIBIOTEPY 1715l HOCTOPOHHUX JIMIL;

6. Hcnonp3yit BHelmIHHWE HOCUTENM WHGOpMAaLMU, TaKhe Kak (Quienika, IUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He otkpeiBaii KoMmObplOTEpHBIE (ailfibl, MOJyYeHHbIE U3 HEHAIEKHBIX

UCTOYHUKOB. Jlaxke Te (paiiiapl, KOTOpBIE MpHCIad TBOM 3HAKOMBIK. Jlydie yTodHu y Hero,
OTITPABIISUI JIH OH TeOe uX.

Cetru WI-FI

Wi-Fi - 310 He BHJ niepeiaun JaHHBIX, HE TEXHOJOTHSI, a BCETo JIMIL OpeH 1, Mapka. Eie B
1991 rony Hupaepnanickas kommnanus 3apeructpupoBaia Openn «WECA», duro o6o3nadano
coBocouetanue «Wireless Fidelity», koTopslii mepeBoIUTCs Kak «OeCIpOBOIHAS TOYHOCTDY.

Jlo Hamero BpeMeHHM Jollia Jpyras a0OpeBuarypa, KOTOpas sBISETCS TaKOW ke
TexHousorueit. to abopesuarypa «Wi-Fi». Takoe Ha3BaHuUe OBLUIO JaHO C HAMEKOM Ha CTAHIAPT
BBICLLIHI 3BYKOBOM TexHUKH Hi-Fi, 4T0 B mepeBojie 03HaYaeT «BBICOKAs TOUHOCTHY.

Ja, OecriaTHBII MHTEpPHET-AOCTYN B Kade, OTeNsX M a’pornoprax SBIAETCS OTIMYHON
BO3MOKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTHE 3KCHepThl CYUTAOT, 4TO obmenocrynabie Wi-
Fi cetn He ABIIAIOTCS O€30MACHBIMHU.

Cosersl 110 Oe30macHocTH padore B 00mmenocTynubix cetsx Wi-fi:

1. He nepenaBaii cBoro nuuHyio uHpopmaiuio depes oodmenoctynasie Wi-Fi cetu.
Paboras B HUX, )KeTaTeIbHO HE BBOAUTH MTAPOJIH JJOCTYIIA, IOTUHBI 1 KAKHE-TO HOMEPA;

2. Hcnonbe3yil 1 0OHOBIISIM aHTUBUPYCHBIE MPOTrpaMMbl U OpaHamayep. TeM cambIM
ThI 00€30IacHUIllb ce0s1 OT 3aKaYKH BUPYCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonws3oBanuu Wi-Fi otkiroun ¢ynkiuo «OO0muit goctyn k dainam u
npuHTepam». JlaHHas (QyHKLHUS 3aKpblTa IO YMOJYAaHUIO, OJHAKO HEKOTOpPbIE MOJIb30BATEIN
aKTUBUPYIOT €€ JUIsl y100CTBa MCII0JIb30BaHMs B paboTe uiu yueoe;

4. He ucnone3yit myOmuunsiit WI-FI 15 nepenaun TUYHBIX JaHHBIX, HATIPUMEDP A
BBIX0/Ia B COLIMAJTIbHBIE CETH UJIM B AJIEKTPOHHYIO TOYTY;

5. Hcnonw3yit Tonpko 3amuiienHoe coeauHenne yepe3s HTTPS, a ue HTTP, T.e. npu
Habope Beb-ampeca BBoaAU UMEHHO «https://»;

6. B wmoOmnpHOM Tenepone otkmoun QyHknuio «[loxkmouenne k- Wi-Fi
aBTOMaTHYeCKU». He momyckait aBTOMaTH4ecKoro Mo KIIoueHust ycrpoiicta k cetsm Wi-Fi 6e3
TBOETO COTJIACHSL.

CounanbHbIE CETH

ConmanbpHbIe CETH aKTUBHO BXOJISIT B HAITY JKU3Hb, MHOTHE JIFOAH paOOTAIOT U KUBYT TaM
NIOCTOSIHHO, a B Facebook yike 3aperucTtpupoBaH MHIUTHAP/ YEIOBEK, YTO SIBJISETCS OJHOM
celbMOM BceX JKuTenell IuiaHeTsl. MHOrMe Mosib30BaTeN HE MOHMMAIOT, 4TO MHQOpManus,
pa3MelleHHas UMU B COLIMANBHBIX CETSIX, MOXKET OBbITh HaiiieHa U UCIOJIb30BaHA KEM YIOJHO, B
TOM YHCJIe HE 00s13aTeNIbHO ¢ OJ1ariMH HaMEepEHHUSIMU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COLIUAIBHBIX CETAX:

1. Orpanuup crnucok Apy3ed. Y TeOs B APY3bAX HE JTOIKHO OBITH CIYYalHBIX U
HE3HAKOMBIX JIIOJIEH;
2. 3amuinai CBOIO YacTHYIO Ku3Hb. He ykaspiBail mapoinu, TenedoHsl, aapeca, 1aTy

TBOCTO POXIACHHUA U APYTI'YIO JTUYHYIO I/IH(l)OpMaHI/IIO. 3J'IOYMBIH.U'I€HHI/IKI/I MOTYT HCIIOJIB30BaThb



Jake MH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEINH TNIAHUPYETE MPOBECTH KAHUKYIIBI,

3. 3amuimail cBOI0 peryTaluio - IepXKH €€ B YUCTOTE U 3a]aBail cebe BOIpoc: XOTel
OBl THI, YTOOBI APYTHE MOIB30BATENIN BUACIH, YTO ThI 3arpyxkaems? [logymaii, mpexae yem uTo-
TO OIYOJIMKOBATh, HAIUCATD U 3aTPY3UTh;

4. Ecnu 1Bl rOBOpHULIB C JIFOABMU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3Yl CBOE PEaIbHOE
UM U JPYTYIO JTHYHYI0 HHPOPMAIIUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U IpoYee;

5. N3beraii pasmemnienus ¢ororpadpuiit B HMHTEepHeTe, Tme Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOYHO OIPEIEIIUTh TBOE MECTOIOJIOKEHHE;

6. [lpu peructpanuu B COLUMAIBHOW CETH HEOOXOIMMO HCIIOJIB30BATh CIIOKHBIC
HapoJIv, COCTOSIIIUE U3 OYKB U IU(P U C KOJINISCTBOM 3HAKOB HE MeHee §;

7. Jis conmanbHON CETH, MOYTHI M JPYIHMX CAaHTOB HEOOXOIMMO HCIOJIb30BATh

passble napoau. Torzna ecnu Te€0s1 B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH MOJy4aT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHBIE JIEHbI U

ONEKTPOHHbIE JIEHI'M — 3TO OYEHb YAOOHBIH CHOCOO IJaTeked, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

ONEeKTPOHHbIE JEHbIU IMOSBUIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOI0 BO MHOI'MX
rocyapcTBax O CUX IOP HE IPOMUCAHO IIPO HUX B 3aKOHAX.

B Poccun e oHu (QyHKIMOHMPYIOT U O HUX yX€ IPONMCAHO B 3aKOHE, IJIe UX Pa3AeisoT
Ha HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercss MpOBOAMUTH olepauuu 0e3 HIASHTU(UKAUK I0JIb30BaTeNsd, a B HE
QHOHUMHBIX UACHTU(PHUKALMY TOJIb30BATEIN ABISAETCSA 005S3aTEIBHOM.

OCHOBHBIE COBETHI 10 6E30IACHON pPaboTe € IEKTPOHHBIMU JICHbIaMHU:

1. [IpuBsoku K cyeTy MOOMIBHBIA TeneoH. DTO CaMblii YHOOHBIH M OBICTPHIA
Croco0 BOCCTaHOBHTH JIOCTYI K cuery. [IpuBs3anHbIi TenedoH MOMOXKET, eciu 3a0yAenb CBOU
TJIATEKHBIN MAPOJIb WM 3aiACIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonp3yit onHopaszoselie naposu. [Tocie nepexona HA YCUJICHHYIO
aBTOpHU3alMI0 TeOe yxe He OyIeT yrpokaTh ONAacHOCTh KPa)KM WJIM IEepexBaTa IIaTeKHOTO
apoJs;

3. Bri0epu croxHblii naposs. [IpectynHukam Oyzer He IIPOCTO yrajarhb
CJIOHBIN Mapoib. HanexxHple naponn — 3To mapoJiv, KOTOPbIE COAEPKAT HE MEHEe § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOUHBIE U MPOMUCHBIE OYKBbI, U(PPHI U HECKOJIBKO CUMBOJIOB, TaKUE Kak
3HaK JoJu1apa, GyHTa, BOCKJINLATEIbHBIN 3HAK U T.1I.

4. He BBOIM CBOM JIMYHBIE TaHHBIE HA CaliTax, KOTOPBIM HE TOBEPSCIIb.

DNeKTpOHHas ouTa

DNEeKTPOHHAs 1M0YTa — 3TO TEXHOJOTHUS U MPEJOCTABISIEMbIE €10 YCIYTHU 110 MEPECHUIKE U
MOJIyUYEHUIO AJIEKTPOHHBIX COOOIIEHUN, KOTOPbIE PACHpEleNsItoTCs B KOMIIBIOTEPHOH ceTu.
OO0bBI4HO AJIEKTPOHHBIN OYTOBBIN SITITAK BBITIISITAT CIIETYFOIIIM obOpazoM:
UMs_TIOJb30BaTeNA(@uUMsl_JoMeHa. Takxke KpoMe Iepeladyd MpPOCTOro TEKCTa, HMeEeTCs
BO3MOXKHOCTb MepeaaBaTh (paissl.

OcCHOBHbIE COBETHI 110 6€30MacHO paboTe C INEKTPOHHOW MOYTOM:

1. Hano BbiOpaTh mpaBUIIbHBIN MOYTOBBIM cepBUC. B mMHTEpHETE e€cTh OrpOMHBIN
BbIOOp OECIUIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIyYllle JOBEPATH TEM, KOrO 3Haellb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspBaii B nuyHOM moure nuuHylo uHpopmanmioo. Hampumep, mydme
BBIOPATh «MY3bIKaJIbHBIN (hanaT@» umm «pok2013» BMecTo «remal3»;
3. Hcnonp3yil IBYX3TallHYyH0 aBTOPHU3ALMIO. JTO KOIZJa IOMHUMO Mapojisi HYXKHO

BBOJIMTH KOJI, MPUChIIaeMbIii To SMS;
4. Bri6epu croxxsbiil maposib. J{s Kaxa0ro moyToBOro SIIUKA, JOKEH ObITh CBOM



HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

S. Ecnu ecTh BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIONB3YH ITY
BO3MOKHOCTb;
6. Hcronb3yil HECKOIBKO ITOYTOBBIX SINIUMKOB. IIepBBbIM M1 4aCTHOM NEPENUCKH C

aZpecaTamMu, KOTOPBIM Thl JOBEpsieIlb. JTO 3JIEKTPOHHBIN aJpec HE HaJI0 UCIOJIb30BaTh IMPHU
peructpanuu Ha popymax u carTax;

7. He otkpsiBaii (haiiabl v Ipyrue BIOKEHHs B MUChMaX JIa)XXe €ClIM OHU IMPULIUIA OT
TBOUX Jpy3ei. Jlydie yrouHu y HUX, OTHPaBIISUIH JIU OHU TeOe 3TH (paiiisbl;
8. [Tocne okonyanusi pabOThl HA MOYTOBOM CEpPBHUCE MeEpes 3aKPBHITUEM BKJIAIKH C

caiToM He 3a0ylb Ha)KaTh Ha «BBIATHY.

KuGepOyminHr nin BUPTyaabHOE U3/1€BATEIHCTBO

KubepOymnuHr — mpecieoBaHUE COOOIICHHSIMH, COJICPKAIIUMHU  OCKOPOJICHHUS,
arpeccuio, 3alyriBaHUe; XyJIUTAHCTBO; COIMAILHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3IUYHBIX
WHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO O0pBOE ¢ KHOEPOYILTHHTOM:

1. He Opocaiicst B 60#. Jlydmuii crioco0: OCOBETOBATHCS KaK ceOsl BECTH H, €CIH
HET TOro, K KOMy MOXHO OOpaTHUTHCS, TO BHAYaJEC yCIIOKOUTHCS. ECIU ThI HaYHENIb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHMSI, TO TOJIBKO eIle OOJbIIe pa30oXiKellb KOH(PIUKT;

2. VYmpasinsii cBoeil kubeppernyTaiuei;

3. AHOHUMHOCTh B ceT MHUMas. CyIlecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTout Bectu xynuranckuii o0pa3 BUPTyanbHOU *ku3HU. HTEepHET pukcupyer
BCE TBOU JICHCTBUS U COXpaAHSIET UX. Y JAIUTh UX OyJIeT KpailHe 3aTpyIHUTEIBHO;

S. Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyit equnnyHbiii HeraTtuB. OIHOPa30BbIe OCKOPOUTENBHBIE COOOIECHUS
JTydie urHopupoBath. OOBIYHO arpeccus MpeKpamaeTcsi Ha Ha4albHOM CTaINu;

7. ban arpeccopa. B mnporpammax oOMEHa MIHOBEHHBIMH COOOILIECHUSIMH, B

COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKMPOBKM OTIPABKU COOOIIEHHUH C OINpeaeeHHBIX
a/IpecoB;

8. Ecnmu 1b1 cBuuerens kubOepOymuimHra. TBou AEWCTBUS: BBICTYIUTH IPOTHUB
IIpeciIeioBaTeNs, MOKa3aTh €My, YTO €ro JEHCTBUS OLIEHHMBAIOTCS HEraTUBHO, IOAJEP/KaTh
KEpPTBY, KOTOPOH HYXKHA IICUXOJIOTUYECKas IIOMOIlb, COOOLIUTH B3POCIBIM O (akTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOumnbHbIH TenedhoH

CoBpeMeHHbIe cMapT(HOHBI U IJIAHLIETHI COEPKaT B ceOe BIIOJIHE B3POCIbINA (DYHKIIMOHAT,
U Tenepb OHU MOTYT KOHKYPHUpPOBaTb CO CTAllMOHApHBIMU KoMmmbioTepamu. OJIHAKO, CPEICTB
3alUThl 75 MOJ0OHBIX YCTPONCTB MOKa OY€Hb Majo. TeCTUpOBaHUE U MOMCK YSI3BUMOCTEH B
HUX MPOUCXOTUT HE Tak MHTeHcuBHO, Kak i [IK, To ke camoe kacaeTcssi U MOOMIIBHBIX
MIPUIIOKEHU .

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPAaKTUUYEeCKH JOTHAIM HACTOJbHBIE aHaJIOTH,
OJIHAKO pacmmpeHue (QGyHKIHOHATA BIEYET 3a COOOW OONBINYI0 CIOKHOCTh M MEHBIITYIO
3alUIIEHHOCTD.

Jlanexko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBIEHHMSI, 3aKPBIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI 15l 6€300aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBisiercst mo-HacTosimeMy OecrulaTHBIM. Bynbs ocTtopoeH, Beab Korja tede
npeiaratoT 6eCIuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;

Hywmaii, mpexnae yem ormpaButb SMS, ¢orto mmm Buaeo. Tel TOYHO 3HAEIb, TAC OHH
OyIyT B KOHEYHOM HTOTe?




Heo6xoa1Mo 0OHOBIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Hcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI JIIsI MOOUJIBHBIX TeNE(OHOB,;

He 3arpyxaif npuioxeHust OT HEU3BECTHOI'O MCTOYHHKA, BEIb OHM MOTYT COJEpKaTb
BPEIOHOCHOE MTPOrPaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak Thl BBIAJCHIb C CaiiTa, I7ieé BBOAMJ JIMYHYIO HWH(POpPMAIHIO, 321U B
HACTPOHKK Opay3epa u yaanu COOKIes;

[Tepunonuuecku npoBepsiii Kakue MJIaTHbIE yCIyry aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JaBaii cBOif HOMEep MOOMIIBHOTO Telle(OHA TOJIBKO JIOASAM, KOTOPBIX Thl 3HAELIb U KOMY
JIOBEpsICIlb;

Bluetooth momxen ObITH BBIKIIIOUCH, KOT/Ia Thl M HE Moib3yenibesi. He 3a0biBail mHOr 1A
IPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UTPHI - 93TO KpPAacOYHbBIC, 3aXBaThIBAIOIIME pa3BICUCHUS,
00BEIMHSIONINE COTHHU THICSIY YENIOBEK MO BceMy MUpY. Mrpoku McCleayloT AaHHBII UM MUD,
OOMIAI0TCS IPYT € IPYTOM, BBHIMONHSAIOT 33JaHusl, CPAKAIOTCS ¢ MOHCTPAMH U TIOJYYalOT OIIBIT.
3a yZOBOJBCTBHE OHH IUIATAT: MOKYMAIOT AMCK, OIUIAYMBAIOT a0OHEMEHT WM MPHUOOpETaroT
KaKHe-TO OIIHUH.

Bce »tM cpenctBa uMayT Ha MOAJEp)KaHME M pa3BUTHE HUIPHl, a TaKKe Ha caMy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALlMM, BBITYCKAIOTCS HOBBIE IAT4U
(un¢poBbIe 3aMIaTKU JJIs IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momoOHBIX HMrpax CTOMT OnacaTtbCsi HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO KPaXKH
TBOETO NapoJis, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALMU OOJIBIIMHCTBA UIP.

OcCHOBHBIE COBETHI 10 0€30MaCHOCTHU TBOET'O UTPOBOT'0 aKKayHTa:

1. Ecmu nmpyroit urpox BemeT ce0si IUIOXO WM CO3MaeT Tebe HENpUSTHOCTH,
3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

2. [Toxxamyiics aIMHHHMCTPAaTOpaM WIPbl Ha IUIOXO€ IIOBEIECHHE 3TOr0 WIPOKA,
JKeJlaTelbHO MPUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPHUHOB;

3. He ykaspiBail nuunyto nHdopmaiuio B podaiise urpsi;

4. VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

S. He ycranaBnuBaii HeouimaabHble NaTYl U MOJIBI;

6. Hcnonp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. Jla>xe BO BpeMsl UTPbI HE CTOUT OTKJIFOYATh anTuBupyc. [loka TbI urpaems,

TBOW KOMITBIOTEP MOTYT 3apa3HTh.

@OUmMHT MU KpaXka JINYHBIX JaHHBIX

OOBIYHOM Kpakel JeHer W JIOKYMEHTOB CErOJHs YK€ HHUKOTO HE YIUBHIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUI  3JOYMBIIUICHHUKHA TEPEMECTHINCh B HMHTEPHET, U
IPOJIOIDKAIOT 3aHUMATBCS «TFOOUMBIMY JICIIOM.

Tak mosiBHIIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WJIM (DUIIMHT, TJIaBHAs I1EJb
KOTOPOT'O COCTOMT B TIOJyYeHHH KOH(MUICHIMATbHBIX JAHHBIX IMOJb30BATENCH — JIOTHHOB U
naposieii. Ha anrnuiickom sizpike phishing unrtaercs kak ¢ummnr (ot fishing — peiOHast 0B,
password — mapouis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Crneau 3a cBOMM akkayHTOM. Ecnmu ThI momo3peBaelb, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKMPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 3ToM
KaK MO>KHO CKOpee;

2. Hcnonb3yit Ge3omacHele BeO-CaiiThl, B TOM YMHCJIE, HHTEPHET-MAara3uHoOB H
MIOUCKOBBIX CUCTEM;
3. Hcnonp3yit clioxkHbIe U pa3Hble aposn. TakuM o0pa3om, eciau Te0sl B3JIOMAloT, TO

3JIOYMBIIIJICHHUKY ITOJYYaT JOCTYII TOJBKO K OJJTHOMY TBOEMY HpO(bHHIO B C€TH, a HE KO BCEM,



4. E
¢y Te0sl B3IOMaH, TO HEOOXO0IMMO PEAYIPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE J00aBICHBI
y Te0s B JApYy3bsiX, O TOM, 4TO TeOS B3JIOMAIM W, BO3MOXHO, OT TBOEr0 HMMEHHU Oyjaer
pacchlUIaThCs CIlaM U CCBUIKH Ha (PUIIUHTOBBIE CAlTHI;

5. YcranoBu HagexHblid napoib (PIN) Ha MoOMITBHBIH TenedoH;
6. OTkJIF0YM COXpaHEHUE apolisi B Opaysepe;
7. He oTkpsiBaii (ailiibl U Apyrue BIOKEHUs B MHUChMaxX JaXke €CIH OHH MPUILIA OT

TBOUX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIN JIU OHU Te0e 3TU (haiiibl.

[udposas penyranus

[udposas penyranus - 3TO HETaTMBHAs WJIM NMO3UTHUBHAS MH(OpMaus B ceTd o Tebe.
Komnpomerupyromass uHpopmanus pasMelieHHass B UHTEPHETE MOXKET CEpbe3HbIM 00pa3oM
OTPa3UThCs HAa TBOEW peanbHOU )u3HH. «l{udpoBas pemyrarus» - 3T0 TBOH MUMHK, KOTOPBIA
dopmupyetcs u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBOE MeCTO KUTENIbCTBA, yueObl, TBO€ (PMHAHCOBOE MOJOKEHUE, OCOOEHHOCTH XapakTepa
U paccKasbl 0 OJIM3KUX - BCE ATO HAKAILJIMBACTCS B CETH.

MHorue moApoCTKH JETKOMBICIIEHHO OTHOCATCS K MYyOJIMKAIMK JUYHOM MH(GOpManuu B
HuTepHere, He MOHUMAasi BO3MOXHBIX MOCieACTBUN. Thl Jajke HE CMOXKeEIlb JOTaJaThCs O TOM,
9to (oTorpadusi, pazMelieHHas 5 1eT Hazaj, cTajla IPUINHON O0TKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pazmenienne TBoux (Gororpaduii U Ipyrue JecTBUS MOTYT HE UCYEC3HYTh
Jla’Ke TI0CJIe TOTO, KaK Thl MX yAAIWIIb. Thl HE 3HACIIb, KTO COXPAHUJ 3Ty WH(POPMAIIHIO, TIOTIaNa
J¥ OHa B TMOMCKOBBIE CHCTEMBI M COXpPAaHWJIACh JIM OHA, a TJIABHOE: YTO MOIyMAalOT O Tebe
OKPYKArOIIIee JIFOIU, KOTOPhIC HAWIYT M YBHIAT 3T0. HailTm MHPOpPMAIIMI0 MHOTO JIET CITYCTS
CMOJKET JII00OH - Kak U3 JOOpBIX MOOYXKAECHUH, TaK U C HAMEPEHUEM NPUUYMHMUTH Bpeid. DTO
MOKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI IO 3alIUTE UPPOBON permyTaliu:

1. [Toxymaii, mpexkae 4eM uTo-To MyOJMKOBaTh U NepeaBaTh y ceds B Oiore win B
COIIMAJILHOM CETH;

2. B nactpoiikax npoduis yCTaHOBH OrpaHHUYEHHsI Ha IPOCMOTP TBOETr0 NpOoQuiIs U
€ro COAEPKUMOTr0, CAENall €ro TOIBKO I Apy3en»;

3. He pasmemaii u He yka3piBaii uH)OpMaIMIO, KOTOpas MOXET KOro-inbdo
OCKOPOJISATH U OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJIbHUKU- aKTUBHBIE MOJIb30BaTENN LU(poBoro nmpocrpancrsa. OnHaKo
JTAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAaHHME MHOTMMH BO3MOXHOCTSMHU LU(POBOro Mupa Tpedyer
coOII0ICHHSI TPaB HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaJbHass COOCTBEHHOCTbY» OTHOCHUTCS K PAa3JIMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HAYMHasi C HOBBIX M300pETEeHUI M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TPOAYKTHl M YCAYyTM , WM 3aKaHuuBas KHUTaMu, Qororpadusmu, KUHODUIBMAMH U
MY3bIKaJIbHBIMH IIPOU3BEACHUSIMH.

ABTOpCKHE TIpaBa - 3TO MPaBa Ha MHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, JIMTEPATYPbl U UCKYCCTBA. ABTOPCKHUE IPaBa BBICTYINAIOT B KAYECTBE TapaHTHH TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE OYyJeT HampacHbIM, JTaCT €My CIpaBeJINBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTax CBOETO TPYAad, MOJYyUYUTh U3BECTHOCTh U MpPU3HAHUE.
Hukro ©0e3 paspemieHuss aBTOpa HE MOXET BOCIPOU3BOJIUTH €ro  IMPOU3BEACHHUE,
pacnpoCTpaHsTh, MyOJIMYHO JEMOHCTPUPOBATH, IPOAABaTh, UMIIOPTHUPOBATh, IyCKaTh B MPOKAT,
MyOJIMYHO UCTIONHATD, TOKAa3bIBaTh/UCIIOIHATH B 3(upe uiu pa3meniats B IHTepHeTe.

Hcnonp30BaHue «IMPaTCKOro» MporpaMMHOr0 00ecTieyeHUs] MOXKET MPUBECTH K MHOTUM



pUCKaM: OT MOTEpPH JNAaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKH TBOETO YCTPOWCTBA, IJIE
YCTAHOBJICHHBIN He JeraibHas mnporpamma. He crTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajibHbIe ¥ OeCIIaTHBIE TPOrPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

IIpunioxenune Ne3. I[lamsitka 1Jis1 poauTesieii 00 nHGOpMALMOHHOI
0e30macHOCTH aeTei

Onpenenenne TepMuHa «MH(QOpPMAIOHHAs O€30MacHOCTh JIeTEH» COICPKHUTCS B
®denepanbHoM 3aKkoHE Ne 436-DD «O 3ammTe nerei oT nHOpMaIUy, TPUIUHSIIONIEH Bpea UX
3I0POBBI0 W PA3BUTHIO», PETYIHPYIOLIMM OTHOLUEHUS, CBA3AaHHBIE C 3alUTOM JAETe OT
uH(pOopMalu, TPUIUHSIONIEH BPe UX 3A0POBbIO U (WiIH) pa3BuTHIO. COriacHO JaHHOMY 3aKOHY
«uH(popManroHHas 0e30MacHOCTh JETei» - 3TO COCTOSHHUE 3allUIIEHHOCTH, MPH KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBIH C NMPUYMHEHHEM HHQpOpManueil Bpena uX 370pOBbIO M (WIJIH)
du3nvecKkoMy, ICUXMIECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cunty ®enepansroro 3akona Ne 436-DD uHpopMmarueil, IpUIUHSIONICH Bpe 310POBBIO
U (WIK1) pa3BUTHIO JACTEH, SIBISICTCS:

1. nH(OpMaIHs, 3arperIeHHas Il paclipoOCTPAHCHUS CPEIU JICTEH;

2. uH(pOpMaNKs, PACIpPOCTPAHEHHE KOTOPOW  OrPAaHWYCHO Cpeld  JIeTeH
OTpeieIeHHBIX BO3PACTHBIX KaTETOPHil.

3. K undopmanuu, 3anpemieHHoi 17151 pacCIpOoCTpaHeHus Cpeu 1eTei, OTHOCUTCS:

4. undopmanusg,  moOyxpawoomas  JeTed K COBEpIICHUIO  JICHCTBUH,

MPEJCTaBISIIONIMX YTPO3y MX JKU3HH U (WIH) 3[0pPOBbIO, B T.4. MPUYMHEHHUIO BpPEla CBOEMY
3/10pOBbIO, CAMOYOHIICTBY;

5. CIIOCOOHOCTH BbI3BaTh y JETEH KeNaHHe YHOTPEOUTh HAPKOTUUYECKHE CPECTBA,
MICUXOTPONHBIC W (WJIM) OJypMaHUBAIONIUE BENICCTBA, TaOAYHBIC W3JICIIHS, AIKOTOJBHYIO M
CIIUPTOCOAEPKAILYIO MPOAYKLIHIO, TMBO U HAMUTKH, U3TOTABIMBAEMbIE HA €T0 OCHOBE; IPUHSATH
ydacTMe B a3apTHBIX WIpax, 3aHUMAThCA TMPOCTUTYIHEH, OpPOIIKHUYECTBOM  WIIH
MOIMPOIIAHUYECTBOM;

6. 000CHOBBIBAIOIIAsl WJIM OIMPABIBIBAIOIIAS JTOMYCTUMOCTh Hacuiusg W (WIH)
YKECTOKOCTH JIMOO MOOYKIaroIIasi OCYIIECTBIISITh HACHIBLCTBEHHBIE JIEUCTBUS TIO OTHOIICHHUIO K
JIFOJISIM Y )KUBOTHBIM;

7. OTpHLIAIOLIAsl CEMEIHbIE LIEHHOCTH M (OPMHUPYIOIIas HEYBaKEHHUE K POJUTEISIM
U (WIM) APYTUM YJIEHaM CEMbH;

8. OIpaB/IbIBAOIAs IPOTUBONPABHOE TIOBECHNUE;

9. cojiepKaliiasi HeleH3ypHYIo OpaHb;

10. cojiepkaiiast UH(GopMaIHio MOpHOrpadUIECKOro Xxapakrepa

K undopmanuu, pacrnpocTpaHeHHEe KOTOPOW OrpaHUYEHO CpeAH AETel ONpeleleHHOIo
BO3pPacTa, OTHOCHUTCSI:

1. nH(popMalus, mpeacTapisiemMas B BUA€ U300paKeHUsI WIM ONMCAHUSI )KECTOKOCTH,
¢buznyeckoro u (MiaM) MCUXUYECKOr0 HACHIINA, MPECTYIUIEHUS! WIM UHOTO aHTHOOIIECTBEHHOTO
JIEHCTBHS,

2. BbI3bIBAIONIAsl y JA€Tel CTpax, yXKac WU NaHUKY, B T.4. IIpeJcTaBiseMasl B BUJE
U300pakeHUsl MM ONUCAaHMA B  YHIDKAIOUIEW 4YelloBeYecKoe JIOCTOMHCTBO  (opme
HEHACWJIbCTBEHHON CMepTH, 3a00JeBaHUs, CaMOyOMIICTBa, HECUACTHOTO ciydas, aBapHUH WU
KaTacTpo(dbl U (MIIM) UX MOCIEICTBHIA;

3. mpejcTaBisieMas B BUIEC W300paXCHHUS WM OMHCAHMS TOJIOBBIX OTHOIICHHMA
MEXKYy MY»KUYMHOM U KEHIIUHOW;
4, cojfiepskarasi OpaHHbIE CIOBAa U BBIPAKEHHUS, HE OTHOCSIIHUECS K HEIEeH3ypHOU

OpaHu.



C yueroMm storo Bam mpeanaratorcst npaBuia paboTsl B cet IHTepHET I pa3iuyHbIX
BO3PACTHBIX KaTEropui, COOIIOACHHWE KOTOPBHIX IO3BOJIUT OOECIEYUTh HH(POPMALUOHHYIO
0€30MacCHOCTb BalllUX JIETEH.

OO01uwme npapuia JUid poauTencu

1. HezaBucumo oT Bo3pacta peOeHKa HCHOJIB3YyWTE MpOrpaMMHOE oOecreueHHe,
noMoratomiee (GpuiIbTPOBaTh U KOHTPOJUPOBATh MH(OPMAIMIO, HO HE IOJaraiTech MOJHOCTBIO
Ha Hero. Baie BHMMaHue K peOeHKY - TJIaBHbBIN METO]| 3aILUTHI.

2. Ecimn Bam peGeHOK HMMeeT akKayHT Ha OJHOM M3 COLMANbHBIX CEPBHCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.11.), BHUMATeIbHO H3y4YHTE, KaKyl HH(MOPMAIIHIO
IIOMEIIAOT €r0 YYaCTHUKH B CBOMX Mpoduisax u Gorax, Bkitovas poTorpaguu u BUAEO.

3. [IpoBepbTe, C KaKMMHM APYTMMHU CaliTaMU CBsI3aH COLMAJIbHBIN cepBUC Baiero
pebenka. Crpannuku Bamero peGeHka MOryr ObITh O€30MacCHBIMH, HO MOTYT M COJIEpXKaTb
CCBIJIKM Ha HEXEJIaTeJIbHbIE U OIACHBIE CAWThI (HAllpuMeEp, MOPHOCANT, UM CaliT, Ha KOTOPOM
JpyTr YIIOMHUHAET HOMEp coToBOoro Tenedona Bamero pebenka ninn Bam nomamnauii aapec)

4. [Tooupsiite Bammx nereit cooOuiath 000 BCEM CTPAHHOM MJIM OTTAJIKMBAIOIINM
U HE CJIMILKOM OCTPO pearupyure, KOrjia OHU 3TO JIEeNaroT (M3-3a ONACEHMsI MOTEPATh AOCTYI K
WNHTepHery netu HE roBOPSAT POAUTENAM O Ipodiemax, a TaKkKe MOTYT HadaTh MCIOJIb30BaTh
WHTepHeT BHE I0Ma U ILIKOJIbI).

5. byabre B kypce cereBoil xu3Hu Bamero peGenka. MHrepecyiiTech, KTO HUX
npy3bs B IHTEpHET Tak e, KaKk HHTEPECYeTeCh PeaIbHBIMU APY3bSIMH.

Bospacm om 7 0o 8 nem

B HutepHere peGeHOK cTapaeTcs MOCETHTh T€ WJIM WHBIE CalThl, a BO3MOXXHO U 4YarThl,
pa3pelieHue Ha MOCEIIEHHE KOTOPBIX OH HE Moixyduil Obl OT poauteneil. [losTomy pogutensm
OCOOEHHO TIOJIE3HBI OyAyT TE€ OTYeThl, KOTOpPbIE MPEAOCTABISIOTCS MporpaMmMaMu IO
OTPAaHUYECHUIO HKCNOJb30BaHus MHTepHeTa, T. €. PonuTenbCkuil KOHTPOIb WIM TO, YTO BbI
CMOXXET€ YBUJIETh BO BpeMeHHBIX (paitiax. B pesynbrare, y pedeHka He OyJIeT OIIyIIEHUs, YTO
3a HUM BEJIETCS MOCTOSTHHBIA KOHTPOJIb, OJAHAKO, POAUTENHN OYAYyT MO-TPEKHEMY 3HATh, KAKHE
caiiTel moceniaeT ux pedeHok. Jletn B JaHHOM Bo3pacTe 00J1aJJal0T CHUIIBHBIM YYBCTBOM CEMBH,
OHHM JIOBEPUYMBBI M HE COMHEBAIOTCS B aBTOpHTeTax. OHU JIOOAT UrpaTh B CETEBBIE UTPHI U
MyTelecTBOBaTh N0 MHTEpHETY, UCHONB3Yys JIEKTPOHHYIO MOUTY, 3aXO/IUTh HA CAWTHI U 4YaThl,
HE PEKOMEHJOBaHHBIE POJAUTEIISIMH.

CogeTsl 110 Oe3omacHOCTH B cetr UHTEpHET Juid neteii 7-8 et

1. CozpaiiTe crincoK AOMAIIHMX IPaBWII ocenieHus IHTepHeTa pu y4acTuu JeTen
U TpeOyiiTe ero BHIMOIHEHUS.
2. TpeOyiite oT Bamero pebenka co0itoieHHsI BPEMEHHBIX HOPM HaXOKICHUS 3a

komnbrorepoM. [lokaxkute peOeHky, uTo Bbl HabmomaeTe 3a HUM He moTtoMmy uyto Bam 31O
X0ueTcsi, a moToMy 4To BbI OecriokonTech 0 ero 6€30MacHOCTH U BCETJja TOTOBBI €MY ITIOMOYb.

3. Kowmnerorep ¢ monkitoueHueM k VHTepHETY AODKEH HaXOAWTbCS B OOIIeH
KOMHATE MO, IPUCMOTPOM POJIUTEIIEH.

4. Hcnonp3yiiTe criennanbHble IETCKHE TOMCKOBBIE MAIIUHBI.

S. Ucnons3yiiTe cpencTtBa OJOKUPOBAHHMS — HEXKEIATETBHOTO KOHTEHTa  Kak
JIOTIOJIHEHHE K CTaHAAPTHOMY POauTENBCKOMY KOHTPOJIIO.

6. Co3pnaiiTe ceMEiHbIN AMEKTPOHHBIN SIIUK, YTOOBI HE MO3BOJIUTH JIE€TSIM HMEThb
COOCTBEHHBIE a/Ipeca.

7. Bnokupyiite noctyn k caiitam ¢ 6ecIuIaTHBIMU MOYTOBBIMU SLTUKAMH C TIOMOIIIBIO
COOTBETCTBYIOIIETO MPOrPaMMHOI0 00eCTIeYEeHHSI.

8. [Tpuyuute nereit coBeToBaThCcsi ¢ Bamm mepex omyOiaukoBaHHEM KakoW- JMOO

uH(pOpMaLlMU CPECTBAMU JIEKTPOHHOM MMOYTHI, YaTOB, PETUCTPALMOHHBIX POPM U Mpoduiiei.



9. Hayuure nereii He 3arpyxkaThb (aifibl, IporpaMMbl HJIM MY3bIKy Oe€3 Baliero
COTJIACHSL.

10. He paspemaiite neTsiM HCIONB30BaTh  CIYXKObl ~MTHOBEHHOro OOMeEHa
COOOILEHUSIMH.

11. B «Oenblit» cnMCOK CalTOB, pa3pelIeHHBbIX JUIsl MOCELIEHUS, BHOCUTE TOJBKO
CalThI C XOPOIIIEH peryTaluei.

12. He 3a0wiBaiiTe OecenoBath ¢ IeThbMU 00 UX JpYy3bsix B MHTepHeTe, Kak eciiu Obl
peub 111a 0 APY3bsIX B PEaTbHOM KU3HU.

13. He nenaiite «raOy» M3 BOIPOCOB IMOJIOBOM KH3HU, Tak Kak B VHTepHeTe netu
MOTYT JIETKO HATKHYTbCS Ha MOPHOTPApUIO I CANTBI ISl B3POCIBIX .

14. [Ipuyunte Bamero peGeHka cooOmarh BaM O JIOOBIX Yrpo3ax WM TpeBOrax,

CBA3aHHBIX C I/IHTepHeTOM. OcraBaiTeCh CHOKOHHBIMH M HAIIOMHHTE ACTAM, 4YTO OHH B
0€30MacHOCTH, €CJIM CaMM paccKa3ajid BaM O CBOMX TpeBorax. [loxBamuTe Mx M MOCOBETYHTE
MOJIONTH elle pa3 B MOIOOHBIX CITyJasiX.

Bospacm oemeii om 9 0o 12 nem

B nmanHOM BO3pacTe neTH, Kak MPaBWIIO, YK€ HACHBIIIAHBEI O TOM, Kakas WHOpMaIus
cymectByeT B MHTepHEeTe. COBEPIICHHO HOPMAIBHO, YTO OHU XOTST 3TO YBHJETh, MPOYECTH,
ycnpimatek. [Ipu 3ToM HY)XKHO NMOMHUTB, YTO JOCTYI K HEXeJaTeIbHbIM MaTepHalaM MOKHO
JIETKO 3a0JIOKHPOBATh MPHU MOMOIIU CPEICTB PoIuTENbCKOTO KOHTPOJIS.

CoBeTsl 110 O0e30macHOCTH s ieTeid oT 9 1o 12 net

1. CozpaiiTe CIUCOK JOMAITHUX MPaBUII MOCelieHus: IHTepHeT mpu y4yacTHH JeTei
U TpeOyHTE ero BBITOJIHEHUS.

2. Tpebyiite ot Bamero pebenka coOMOJEHUS HOPM HaxOXICHUS 3a
KOMITBIOTEPOM.

3. HaGimronaiite 3a pebeHKOM Tipu paboTe 32 KOMIIBIOTEPOM, TIOKKUTE €My, 9TO B
OecroKkouTeCh 0 €ro 0€30MacHOCTH U BCETJa TOTOBHI OKa3aTh €MY IOMOIIIb.

4. Komnerorep ¢ moakmoueHneM B VIHTEpHET AOJKEH HAaXOIUThCS B oOLIeH
KOMHATE MO MPUCMOTPOM POJIUTEIIEH.

S. Ucnonw3yiiTe cpencrtBa OJOKUPOBAHHUS — HEXKENATEIBHOTO KOHTEHTA  Kak
JOTIOTHEHHE K CTaHAApTHOMY PouTenbckoMy KOHTPOITIO.

6. He 3a0biBaiiTe mnpuHUMATh HEMOCPEACTBEHHOE Yy4yacTHe B KHU3HU peOeHKa
OecenoBaTh ¢ IEThbMH 00 UX ApY3bsix B IHTepHeTe.

7. HacrauBaiite, yTOOBl €TH HUKOTJAa HE COIJIAIIAINCH Ha JIMYHBIE BCTPEYH C
Ipy3bsMHu 110 VIHTEpHETY.

8. [To3BonsiiTe A€TAM 3aXOTUTh TOJIBKO Ha CAaWThI U3 «OENOro» CIHCKAa, KOTOPHIH
co3JaliTe BMECTE C HUMH.

9. [Ipuyunte nereid HUKOTNIA HE BBIAABATH JUYHYI0 HH(POPMAIUIO CPEICTBAMH
AJICKTPOHHOW TIOYTHI, YaTOB, CUCTEM MTHOBEHHOTO OOMEHA COOOIIECHUSMHU, PErHCTPAIlHOHHBIX
dbopM, IMIHBIX POQIIIEH U TIPH PETUCTPAIIUU Ha KOHKYPCHI B IHTEpHeTe.

10. [Ipuyunte nereii He 3arpyxarb mnporpammbl 0e3 Bamero paspemieHus.
OOBSICHHTE WM, YTO OHH MOTYT CIIY9allHO 3arpy3uTh BHPYCHl I JPYroe HeKeIaTelbHOES
nporpaMMHoe oOecrieueHue.

11. Co3pnaiite Bamemy peGeHKY OTrpaHHYEHHYIO YYETHYIO 3alluCh JUIsl paboThl Ha
KOMITBIOTEPE.
12. [Tpuyuute Bamero peGeHka cooOuiate BaM 0 JIIOOBIX yrpo3ax WM TpeBOrax,

cBs3aHHBIX ¢ MIHTepHeTOM. HamoMHuTE AeTSIM, 4TO OHU B OE30MAaCHOCTH, €CIIM CAMH PacCKazalu
BaM O CBOMX TPEBOTax U OMaceHUsX.
13. PacckaxuTte nersm o mopHorpaduu B UaTepHere.



14. HacrauBaiite Ha TOM, 4YTOOBI JE€TH MPENOCTABISUIM BaM JIOCTYIl K CBOEH
DIIEKTPOHHOM MOYTE, YTOOBI BBl YOCIUIINCH, YTO OHH HE OOIIAOTCS C HE3HAKOMIIAMHU.

15. OOBsicHuTEe JETSIM, UTO HENb3s HCIOJIb30BaTh CETh I XYJIUTaHCTBA,
pacrpocTpaHeHuUs CIUIETEH W YIPo3.

Bospacm oemeii om 13 0o 17 nem

B sToM BoO3pacTe MoApOCTKHM aKTHBHO MCIOJIB3YIOT IIOMCKOBBIE MAIIMHBI, MOJIB3YKOTCS
JJIEKTPOHHON IMOYTOMH, CiIy’)kOaMM MTHOBEHHOIO OOMEHa COOOLIECHUSMHU, CKAaUMBAIOT MY3BIKY U
¢wibMbl. MajbuukaM B 3TOM BO3pacTe OoJibllle IO HpaBy CMETAaTh BCE OTPAHUYEHUS, OHU
KaKIYT TpyOOro 1oMopa, a3apTHBIX UIP, KAPTUHOK «UIsl B3pOCHBIX». JI€BOUKHM MPEANOUYUTAIOT
o0marecss B yaTax, IpPU 53TOM OHHU Tropa3fo Oojee UyBCTBUTENBbHbI K CEKCyaJlbHbIM
noMoratenscTBaM B MHTepHeTe.

3ayacTylo B JAaHHOM BO3PAacT€ POAUTENSM YK€ BECbMa CJIO)KHO KOHTPOJIMPOBATH CBOMX
neTel, Tak kak 00 MHTepHeTe OHU y)Ke 3HAIOT 3HAYMTENbHO OoJblIe cBouX poauteneil. Tem He
MeHee, He OTIycKailTe nereil B «cBoOonHoe IaBaHue» no MutepHery. Crapaiitech akTHBHO
y4acTBOBaTh B 00meHNH pebeHka B IHTepHeTe.

Baxxno no-npexHemy cTporo codntoaars npasuiia MHTEpHET-0€3011aCHOCTH - COTJIALICHUE
MEXy poauTensiMu U AeTbMU. Kpome TOoro, Heo0XOauMO Kak MOKHO Halle NMpOoCMaTpUBaTh
OTYETHI O AeaTenbHOCTH eTei B MHTepHete. Cnenyer oOpaTuTh BHUMaHHE Ha HEOOXOAUMOCTh
COJICpKAHUSL POJUTENbCKUX Maposied (maposiell aJAMHUHUCTPATOPOB) B CTPOIOM CEKpeTe U
00paTUTh BHUMAHHUE HA CTPOrOCTh ITHX MAPOJIEH.

Cogertsbl 110 0€30MacHOCTH B 3TOM Bo3pacTe oT 13 jo 17 aer

1. Co3paiiTe CNMCOK JOMALIHMX NpaBuil MoceuleHus VHTepHeTa mpu y4yacTuu
HOJPOCTKOB U TpeOyiTe 0e3yclOBHOrO ero BbImosiHeHUs. O6roBopure ¢ peOEHKOM CIHMCOK
3alpelieHHbIX CAaUTOB («UEpHBIM CHUCOK»), 4yackl paboTel B MHTepHETe, pyKOBOJCTBO IO
oOuienuto B MIHTepHeTe (B TOM 4HCIIe B 4aTax).

2. Komnerotep ¢ noaximoueHueM k cetu MHTepHET H0MmKEeH HaxXoAuThes B oOIIei
KOMHATe.
3. He 3a0biBaiiTe OecenoBaTh ¢ J1eThbMU 00 UX JApy3bsix B MHTepHETE, 0 TOM, 4eM

OHM 3aHSTHI TAKUM 00pa3oM, OyATO peub HJET O JAPY3bAX B peanbHOU ku3HU. CrpammBaiite o
JIO/SX, C KOTOPBIMM JIETH OOIIAIOTCS MOCPEACTBOM CIYKO MIHOBEHHOTO 0OMEHA COOOIIEHUSIMH,
YTOOBI YOEUTHCS, UTO ITH JIFOAU UM 3HAKOMBI.

4. Hcnone3yiiTe cpencrtBa ONOKUPOBaHUS HEXKEIATETbHOTO KOHTEHTA  Kak
JIOIIOJTHEHUE K CTaHAApTHOMY POIUTENBECKOMY KOHTPOJIIO.

5. Heo0OxonnuMo 3HaTh, KAaKUMH YaTaMH MOJIB3YIOTCs Bammum getu. [Toompsiite
UCIIONIb30BaHNE MOJIEPUPYEMBIX YaTOB M HACTauBaiiTe, YTOOBI AETH HE OOIIAINCh B MPUBATHOM
pexume.

6. HacraugaiiTe Ha TOM, YTOOBI I€TU HUKOT A HE BCTPEYAIHUCH JIMYHO C
JIpy3bsMU U3 ceTu HTEpHET.

7. [Ipuyunte nereii  He BBIIABATh CBOO JIMYHYIO nH(pOpMaLIMI0  CPeACTBAMHU

JJIEKTPOHHOW TMOYTHI, YaTOB, CHCTEM MIHOBEHHOTO OOMEHa COOOIIECHHSIMH, PErHCTPAIMOHHBIX
bopM, TUUHBIX TIPOodUIIeH 1 TPU PETUCTPALIMKN HAa KOHKYPChI B IHTepHEeTe.

8. [Mpuyynre neredi He 3arpyxaTb mporpamMmbl 0Oe3 Bamero paspemieHus.
OOBSICHUTE UM, YTO OHH MOTYT CIy4allHO 3arpy3uTh BHPYCHl HIIHM JIPyroe HeXKelaTelbHOe
nporpaMMHoe oOecrieueHue.

9. [Mpuyuynre Bamero pebeHka cooOmarhk BaM O JOOBIX yrpo3ax MM TPEBOrax,
cBsi3aHHBIX ¢ MHTepHeTOM. HanomHuuTe eTsIM, 4TO OHM B O€30MaCHOCTH, €CITH CaMH paccKasain
BaM, O CBOMX yrpo3ax HJIM TpeBorax. [loXBamuTe MX W TOCOBETYWTE IOJOWTH €IIe pa3 B
MOJO0HBIX CITydasx.



10. Pacckaxxute nersam o nopuorpaduu B UntepHete. [lomorure UM 3amuTUTHCSA OT
crnama. Hayuure mogpocTkoB He Bbl1aBaTh B IHTEpHETE CBOErO peaabHOro

JJIEKTPOHHOI'O aJpeca, HE OTBEYaTh HAa HEXCENATENbHbIE INHMCbMA M HCIOJIb30BaTh
CrelMaIbHbIE TOYTOBbIE (DUIBTPHI.

11. [TpuyunTe cedst 3SHAKOMUTHCS € CaTaMH, KOTOPBIE MOCEIA0T MOJIPOCTKH.

12. Hayuure nereii yBaxkaTh Ipyrux B HHTEpHETe. Y O€IUTECh, YTO OHU 3HAIOT O TOM,
YTO MpaBUJIa XOPOILETo MOBEIECHUS ICHCTBYIOT BE3/1€ — JaXe B BUPTYaJIbHOM MUDE.

13. OOpsicHUTE AETAM, YTO HM B KOEM Cilydae Hemb3s Hcnoiib3oBaTh CeTb Ais
XYJIMTaHCTBA, PACIPOCTPAHEHUS CIIETEH WU YTPO3 JPYTUM JIFOSM.

14. OO6cynuTe ¢ MOIPOCTKAMH IPOOJIEMbI CETEBBIX a3apTHBIX UIP U UX BO3MOXKHBIN

puck. Hanomuwure, 94T0 1€TH HE MOTYT UTPaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTossHHO KOHTpOJNMpYHTEe ucmonb3oBaHue MutepHera Bammm pebGenkom! DTo He
HapyLICHHE €ro JMYHOTO MPOCTPAHCTBA, a Mepa MPEAOCTOPOKHOCTH M MposiBIeHHE Baieit
POIUTENBCKONM OTBETCTBEHHOCTH M 3a00THI.



